We hereby certify that this dissertation, submitted by Mohammad Vahidalizadehdizaj satisfies
the dissertation requirements for the degree Ph.D. in Computer Science and has been approved.

Finkin “Fus 6110/17

Dr. Lixin Tao Date
Chairperson of Dissertation Committee

V120 0%

S )17

Dr. Charles Tappert 1\44 Date
Dissertation Committee ber
J4 RS
o o P - 5fiof(7

Pr—Mehdi Badit "Date

Dissertation Committee Member

Seidenberg School of Computer Science and Information Systems
Pace University



An Efficient Decentralized Mobile
Payment Protocol With Improved
Security and Privacy

A DISSERTATION PRESENTED
BY
MOHAMMAD VAHIDALIZADEHDIZA]J
TO
THE DEPARTMENT OF COMPUTER SCIENCE

IN PARTIAL FULFILLMENT OF THE REQUIREMENTS
FOR THE DEGREE OF
DocTOR OF PHILOSOPHY
IN THE SUBJECT OF
COMPUTER SCIENCE

PAacE UNIVERSITY
New York, NY
MaAY 2017



© 2017 - MOHAMMAD VAHIDALIZADEHDIZA]
ALL RIGHTS RESERVED.



Thesis advisor: Dr. Lixin Tao Mohammad Vahidalizadehdizaj

An Efficient Decentralized Mobile Payment Protocol With
Improved Security and Privacy

ABSTRACT

The exponential growth of mobile devices makes them a suitable computing
platform for electronic payment. However, there are serious challenges in
e-commerce transactions, such as privacy protection, security, bandwidth
limitations of mobile networks, and limited capabilities of mobile devices to
handle excess or indirect computational time. The traditional e-commerce
payment protocols that were originally designed to keep track of the traditional
flows of data from desktop computers are vulnerable to attacks, and because they
were not designed for mobile platforms, have excessive engineering overhead. In
this thesis, a new private mobile payment protocol is introduced that is designed
specifically for the mobile platform. It is based on a client-centric model that
utilizes symmetric key operations. The protocol reduces the computational cost
(the engineering overhead) of Diffie-Hellman key agreement protocol by using
the algebra of logarithms instead of the algebra of exponents. The protocol
achieves proper privacy protection for the payer by involving mobile network
operators and generating temporary identities. It avoids replay attacks by using

random time-stamp generated numbers.
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Lovers find secret places inside this violent world where they

make transactions with beauty.

Jalaluddin Rumi

Introdu&ion

E-commerce is commerce via the internet. E-commerce is any financial
transaction over Internet like ordering a book from an online bookstore. Most of
the time payer uses his credit card in this process. An e-commerce transaction
involves purchaser or cardholder, merchant, purchaser’s credit card issuer (bank),
merchant’s acquirer (bank), and certification authority for supporting secure
transaction execution. Most of these protocols are using Diffie-Hellman for
establishing a secure connection between the engaging parties. Most important
challenges in this field are security and privacy. Mobile commerce or
m-commerce is electronic commerce conducted via the mobile platform. An
m-commerce transaction involves all e-commerce parties plus mobile network

operators. [37].
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Figure 1: Mobile commerce share of e-commerce

In a typical payment scenario, the customer should open a credit card account
in a bank that supports electronic payment. The payer may receive a digital
certificate signed by the bank (based on the protocol that his card issuer is using).
Then, the customer selects his items or services by browsing merchant’s website
and order them. The customer should send a message that includes two parts.
The first part that includes order information is for the merchant. The second
part is for merchant’s bank that includes payment information. Merchant’s bank
should check this payment information with the issuer of the credit card for
authorization. After a successful authorization, merchant’s bank informs the
merchant that the payment information is acceptable. Then, merchant completes
the order, sends confirmation and invoice to the customer, and captures the
transaction from his bank. Note that, for m-commerce, the mobile network

operator may be involved in this process.

Mobile commerce (m-commerce) is e-commerce activities conducted via the

mobile platform. Principals of m-commerce are the same as e-commerce plus
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mobile network operator. M-commerce inherits the challenges of e-commerce.
Moreover, most of the e-commerce protocols are based on public key
cryptography that is not efficient in mobile and wireless networks. Some of these
protocols are keeping credit cards information on mobile devices or using this
information in transactions without proper protection. Therefore, they are

vulnerable to attacks [35].

Mobile devices like smartphones and tablets are becoming very popular
among people worldwide. People carry these devices and use them in different
situations and locations. There are more mobile devices in the world than there
are computers. Also, these mobile devices are the most accessible computer in
daily lives. Most of these devices are light, easy to carry, and convenient to use.
Mobile devices are compatible with networks like 4G LTE that is available in
outdoor spaces. More than half of the internet access in the world is through the
mobile devices (instead of personal computers). Also, people would rather order

their needs (goods or services) online through their smartphone [3].

The growth of m-commerce sales continues to be rapid even with the
challenges that m-commerce face like slow download times. Forrester predicted
11 percent (of whole e-commerce) growth in m-commerce between 2016 and
2020. Currently, m-commerce has 35 percent of e-commerce transactions.
Forrester predicts that m-commerce will be 49 percent of e-commerce in 2020.
This amount is 252 billion dollars in sales. You can see m-commerce growth
forecast in figure 1 [ 5]. The amount of Chinese mobile payment (m-commerce),
has exceeded Japan's GDP. This is because of reliable mobile payment services in
China. China smartphone payments have been doubled to about USD35.44
trillion in 2016. It seems going out without cash and wallet is becoming reality

for the Chinese people by the help of mobile payment [ 1].
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1.1  MOBILE PAYMENT CHALLENGES

M-commerce has its own challenges like security and privacy. Mobile devices
have limited computational power, less stable network, limited memory, limited
storage, and etc. Most of the e-commerce protocols are based on public key
cryptography that is not efficient for mobile devices and wireless networks. The
client may need to do heavy calculations in this type of cryptography. So, this
type of cryptography is not suitable for mobile platforms.

Some of these protocols are using a mechanism to authenticate the certificate
of the engaging parties. However, this step may become costly for a mobile
device via a network that is not as stable as a wired network connection. Some of
these protocols are keeping credit card’s information on mobile devices or using
this information in transactions without proper protection. These issues make
the existing protocols vulnerable from the aspect of security. Most of these
protocols were designed to keep track of the traditional flow of data. This flow
should be carried between client and merchant as a transaction. These protocols
are vulnerable to attacks like transaction or balance modification attack. There is
no proper notification in these protocols after a successful transaction as part of

the protocol.

1.2  DESIRED MOBILE PAYMENT PROTOCOL ATTRIBUTES

A mobile payment protocol should be defined that is suitable for the mobile
platform. This protocol should decrease the computational cost of payment
process in order to make it suitable for the mobile platform. The computational
power, communication speed, and variable size are the most important mobile
platform limitations. Also, customer’s privacy protection should be another
feature of this protocol. Note that, privacy protection is a significant challenge

especially in a mobile platform. Non-repudiation can be provided by using digital
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signature. However, non-repudiation should be an optional feature, since it may

have an extra computational cost for the mobile devices.

Furthermore, to avoid replay attacks in the protocol, random time-stamp
generated numbers should be generated in its steps. Cloud messaging should be
utilized to provide an extra layer of security for the payment protocol to prevent
card not present fraud. Cloud messaging is available in all mobile operating
systems like GCM for Android, BBPS for Blackberry, APNS for Apple, and
MPNS for Microsoft. So, the customer can easily see the origin of the message
when it comes as a cloud message. This protocol should help people to make

their payment via their mobile devices in a secure and efficient way.

The recommended protocol should be based on the client-centric model.
Temporary payer’s identity, involving mobile network operators, and utilizing
random time-stamp generated numbers should be used to provide suitable
privacy protection for the payer and avoid replay attacks. Without this temporary
identity, the payer’s privacy will be more vulnerable to attacks. One of the goals is
to hide payer’s identity from merchant to protect his privacy (optional feature).
The digital signature could be utilized in the payment protocol to provide
non-repudiation. An improved key agreement protocol should be used instead of
Diffie-Hellman. The protocol should be suitable for mobile devices from aspect

of computational and communication cost.

1.3 LIMITATIONS OF CURRENT SOLUTIONS

There are many payment protocols for e-commerce like SET, iKP, KSL, and etc.
Existing payment protocols are not designed for mobile devices and mobile or
wireless networks. These protocols have heavy computations for the engaging
parties. These computations are not suitable for the mobile platform. The cost of
communication may be large in these protocols, since certificate authentication

may be required. These protocols are using PKI encryption that is not proper for
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the mobile platform because of its heavy computational and communication cost.

The mobile platform has limitations in computational power and network
stability and network bandwidth. So, the existing protocols are not suitable for
this platform. These protocols don’t protect customer’s privacy. Also, many
people abandon online payment because of the issues in 3D Secure
implementations [35]. Currently, 3DS implementations like Verified by Visa are
a pioneer in online payment. However, none of these protocols are widely

accepted by people so far.

1.4 PROBLEM STATEMENT

There are different types of limitations in m-commerce and mobile platform in
comparison with other common e-commerce platforms. Another significant
challenge in m-commerce is identity protection. There are several situations that
people can use m-commerce protocols instead of e-commerce protocols.
However, m-commerce protocols are not suitable for mobile platform. So, a

payment protocol suitable for mobile platform is needed for m-commerce.

There are some assumptions in this protocol. It is assumed that the payer has a
credit card that can be used in online transactions. It is assumed that the payer is
using a mobile device through a mobile network like 4G LTE. It is assumed that
their mobile network operators are supporting the recommended protocol. It is
assumed that there exists a payment gateway named pay-center. This payment
gateway is the medium between the banks and the other parties. The payment

gateway will commit the transaction between the payer and the merchant.

In this m-commerce protocol, the focus should be on decreasing the
computational cost and communication cost in the transactions. Decreasing the
computational cost of the secure channel establishment protocol

(Diffie-Hellman) will be suggested. The goal is to design a payment protocol for
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mobile platform.

This mobile payment protocol should have lower computation cost in mobile
devices. This protocol should use symmetric encryption instead of PKI
encryption. This protocol should provide privacy protection for the customer.
Using temporary ID for the customer will be suggested. This ID should not be
reusable. It should be only for that transaction. Replay attack should not be
possible in this protocol. Using random and time-stamp generated numbers in

the transaction will be recommended.

1.5 CONTRIBUTION

Contributions in this research are:

1) Introducing a new private mobile payment protocol based on client-centric
model that is suitable for mobile devices via mobile and wireless networks.

2) Suggesting an improved version of Diffie-Hellman key agreement protocol for
establishing secure connections among engaging parties. Logarithm will be used
instead of powering in the process of the recommended key agreement protocol.
This change will make the computation cost less and make the process proper for
mobile platform even from aspect of required variable size.

3) Providing proper privacy protection for the payer by involving mobile
network operators in the payment process and generating temporary identities.
4) Decreasing the risk of replay attacks by using random time-stamp generated

numbers in the payment process.
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1.6 DISSERTATION ROADMAP

Related materials will be reviewed in chapter 2. The recommended key
agreement protocols will be described in chapter 3. Chapter 4 describes the
improved mobile payment protocol. Chapter s describes the experiments. The

research will be concluded in chapter 6.



You think of yourself as a citizen of the universe. You think you
belong to this world of dust and matter. Out of this dust you
have created a personal image, and have forgotten about the

essence of your true origin.

Jalaluddin Rumi

Literature Review

A key agreement protocol is a protocol to generate a shared session key between
two parties. In this chapter, the Diffie-Hellman protocol will be reviewed.
Diffie-Hellman is the most dominant key agreement protocol for e-commerce
transactions. Group Key agreement protocol is to generate a shared key between
more than two parties. Then, DLo8 and KONo8 will be reviewed. These
protocols are the most important group key agreement protocols. A payment
protocol helps customers to do the payment via e-commerce. Then, current best
payment protocols for e-commerce transactions will be reviewed. These

protocols are SET, iKP, KSL, and 3DS [10, 14, 22].
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2.1 KEY AGREEMENT PROTOCOL

In this section, Diffie-Hellman key exchange protocol will be reviewed. This
protocol is very successful in the market and it is the most common key

agreement protocol among the existing key exchange protocols.

2.1.1 Di1rrFiE HELLMAN KEY AGREEMENT PROTOCOL

Diffie and Hellman in their seminal work developed a key agreement scheme
between two parties over an insecure channel. Before the actual key exchange
begins, both parties agree on a prime number p and its primitive root g. You can

see the steps to generate the shared session key in below.

1) Alice chooses her secret random number and computes her middle

number. Then, she sends her middle number to Bob.

2) Bob picks his secret random number, computes his middle number and

sends the result to Alice.

3) On receipt of the transmission, Alice calculates the shared key by her
private number and Bob$ middle number. Bob calculates his shared key by using

his private number and Alice$ middle number [29].

The security of the Diffie-Hellman protocol is based on how difficult it is for an
eavesdropper, Eve, to construct the key using the public information exchanged
between Alice and Bob. Eve has to find Alice’s secret number and/or Bob’s secret
number using the prime number that she can obtain by intercepting their
communications. This is also known as the discrete logarithm problem. Discrete

logarithm is a hard problem to solve.
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Step | Action Description
1 Alice and Bob agree on p is alarge prime number
two numbers p and g and g is called base or
generator
2 Alice picks a secret number a Alice$ secret number = a
3 Bob picks a secret number b Bobs secret number = b
4 Alice computes her public number | Alice$ public number = X
X =g¢"modp
3 Bob computes his public number | Bob$ public number =Y
Y = g’ modp
6 Alice and Bob exchange their Alice knows p, g,a, X, Y
public numbers Bob knows p, g, b, X, Y
7 Alice computes k, = Y'mod p k, = (g'mod p)* mod p
ko = (¢')*modp
ko = (¢") mod p
8 Bob computes k;, = X’mod p k, = (¢ mod p)’ mod p
ky = ()" modp
k, = (¢") modp
9 By the law of algebra, Alice$ Alice and Bob both know the
k, is the same as Bobs k;, secret value k
ork,=k,=k

Table 2.1.1: Diffie-Hellman Key Agreement Protocol

11
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It is considered infeasible to solve using current computing technology, for
example, where the prime has more than 300 decimal digits, and a and b have
more than 100 decimal digits [20, 21]. Heavy computation is needed to generate
a shared session key in Diffie-Hellman key agreement protocol. It is not good for
a mobile device with limited resources to do such a heavy computation for

generating a shared session key [11, 24].

The fundamental math of Diffie-Hellman includes the algebra of exponents
and modulus arithmetic. For this discussion, Alice and Bob will be used as a
conventional example. The goal of this process is to agree on a shared secret
session key for Alice and Bob. Alice and Bob will generate a shared key based on
their selected private numbers. These are symmetric encryption algorithms that

will be used to encrypt the data stream between them.

There are requirements on the numbers that the parties can pick. These
requirements can be found in the references. This algorithm has been reviewed
and discussed many times in a variety of papers. This algorithm has some

problems that make it unsuitable for mobile devices [25, 26].

Note that, some of the numbers that each side may pick, may be very large for
example if p is a §12-bit binary number, the minimum allowed in the standard,
would be a number with up to 150 plus digits expressed in decimal notation.
Implementation details are very important as typical mobile variables that cannot
hold numbers as big as this, for example, a 512 bit (=64 byte) the number will
not fit into a 4-byte integer field. In addition, these computations are too heavy
for a mobile device with limited resources. You can see Diffie-Hellman steps in

table 2.1.1.
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2.2 GRrRoOuUP KEY AGREEMENT PROTOCOLS

Group key agreement protocol generates a shared session key for a group of
parties (more than two parties). In this section, DLo8 and KONo8 will be

reviewed. These protocols are the best group key agreement protocols based on

[12].

2.2.1 DLo8

In order to evaluate and compare the recommended group key agreement
protocol, DLo8 should be reviewed in this section. DLo8 is a group key protocol
that was developed by Desmedt and Lange proposed a three-round group key
agreement protocol in 2007. This protocol is proper for groups of parties with
different computational capabilities. In this protocol, a balanced group of n

parties should have approximately /2 more powerful parties.

The number of computations for calculations of signatures and verifications
are important factors in computing the complexity of this protocol. The
assumption is that a Digital Signature algorithm is used by the signing scheme. I
can assume that a signature generation has the cost of one exponentiation and a

signature verification has the cost of two exponentiation.

According to this assumptions, the complexity of this protocol includes total
number of (9n/2) + 2n g, [n/3] multiplications, 3n/2 pairings and 3n/2
exponentiation. The parties will have to transmit 71/2 messages and also receive
3n + nlg, [n] messages. DLo8 is a three-round protocol based on the
Burmester-Desmedt scheme that achieves the best performance from aspect of

cost based on [12].
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2.2.2 KONo8

KONo8 is a cluster-based GKA protocol proposed by Konstantinou in 2010. It is
based on Joux’s tripartite key agreement Protocol. It has two variants:
contributory and non-contributory. In the lower level nodes belong to only one
cluster. In upper levels nodes belong to two clusters. Authentication can be
provided by the use of an authenticated version of Joux protocol. Authentication
method does not influence the number of rounds or the communication cost of
this protocol. In particular, the protocol has log 1/3 rounds and 41 messages
should have been transmitted. In the authenticated version, the group has to

perform no more than sn scalar multiplications and 111/2 pairing computations.

2.3 PAYMENT PROTOCOLS

In this section, the most important payment protocols will be reviewed. These
protocols are iKP, SET, KSL, and 3D Secure [27, 30].

2.3.1 INTERNET KEYED PAYMENT PROTOCOLS (IKP)

Payment

Figure 2: High level steps of SET and iKP

IBM developed iKP (i = 1, 2, 3) family of protocols. These protocols are
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designed to implement credit card transactions between customer and merchant.
They use existing financial network for payment clearing and authorization.
These protocols utilize public key cryptography. These protocols can be
implemented with hardware or software. Each member of the family differs from
the others from the aspect of the level of complexity and security. If the number i

(ex. 3kp) is larger, the security will be stronger [9, 17, 34, 36, 40].

These protocols have been used on the Internet since 1996. iKP protocols are
unique because of longevity, security, and relative simplicity of the underlying
mechanisms. These protocols are based on public key cryptography. The number
of the participants who possess public key pairs is different in each one of these
protocols. Names of these protocols are showing this number like 1KP, 2KP, and
3KP. Participants of these protocols are customer, merchant, and payment

gateway (acquirer) [15, 16].

Asyou see in figure 2, SET and iKP protocols have three high-level steps [32].
One of these steps is value claim. In this step, payment gateway requests the
monetary value from the merchant. In value subtraction, customer request from
payment gateway to subtract the monetary value from his account. The last step
is payment. In this step, the customer pays the monetary value to the merchant.
iKP is a direct ancestor of SET. SET is similar to 3KP. In both SET and iKP all the

participating parties are required to have their own certificates [ 18, 23].

2.3.2  SECURE ELECTRONIC TRANSACTION (SET)

SET defines an open encryption and security specification. This protocol is
designed to protect credit card transactions over the internet. The initial version
emerged in a call for security standards by MasterCard and Visa in February 1996
[4, 11, 29]. Many companies such as IBM, Microsoft, Netscape, RSA, Terisa, and
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Verisign were involved in the development of its initial specification.

The first generation of SET-compliant products emerged in 1998. E-commerce
success depends on secure payment systems. Authentication, encryption,
integrity, and non-repudiation are four essential security requirements for safe
electronic payment. SET is defined as an automated dynamic scheme that let

credit card holders order items over the Internet in a secure way [7, 8, 13, 33, 39].

This protocol is composed of request and response message pairs. All
participants in a typical transaction in SET should acquire their own public key
certificates. A typical SET transaction includes initialization, purchase order,
authorization, capture payment, and card inquiry. For example, if you want to
order a book from an online store, you need to first put the book in your basket.
Then, you need to initiate the payment. Then, the website will authorize you for
the payment. If the authorization result is a success, the website will do the

transaction in cooperation with the bank [ 19, 28, 37, 38].

Different roles in this protocol are cardholder, merchant, issuer, acquirer,
payment gateway, and certification authority. In a typical scenario in SET, the
first customer will open a credit card account in a bank that supports electronic
payments and receives a digital certificate that is signed by his bank. Merchants

have their own certificates.

Then, the customer places an online order. The merchant should be verified by
the customer based on merchant’s certificate. Then, the customer sends order
information, payment information, and his certificate to the merchant. Then,
merchant requests payment authorization. After successful authorization by the
payment gateway, the merchant provides requested goods or services. Finally,

merchant requests his payment from payment gateway.
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SET has some problems. In this protocol, the cardholder is not protected from
dishonest merchants that have a tendency to charge more than their advertised
price or are hackers who put up an illegal website to collect credit card
information. The suggested payment protocol doesn’t have this issue. Besides,
the merchant is not protected from dishonest customers who provide invalid
credit card numbers or claim a refund without any real cause. In this protocol, the
merchant is more vulnerable to fraud since legislation protects customers in most
of the countries in the world. This issue will not being addressed in the suggested
payment protocol. In the protocol both customer and merchant will be protected

from fraud.

TRANSPORT LAYER SECURITY (TLS) AND SECURE SOCKETS LAYER(SSL)

TLS and SSL are known as SSL. SSL is a cryptographic protocol to secure the
connections in computer networks. Its main usage is web browsing, email,
instant messaging, voice over IP, and etc. For example, web browsers use SSL to
secure the communications between the client and server. SSL is widely accepted

in technology environment [20].

SET guarantee the security of a payment transaction. On the other hand, SSL
is not a payment protocol. SSL simply encrypt/decrypt all the communications
between the cardholder and merchant website. SSL is not backed by any financial
institution. SET is backed by Visa and MasterCard. So, SET can’t guarantee the
security of a payment transaction. SSL can’t authenticate all parties, since SSL
certificates are not backed by any financial institution. Because of these reasons,
SSL will not be compared with the recommended payment protocol

[6; 20,27, 32]'
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3D SET or 3-DomaiN SET

3D SET is a hybrid SSL/SET architecture. In this architecture merchant’s bank
and payment intermediary are associated. Intermediary is a technical agent from
the bank that secure the exchange messages and originate the exchanges from
SET. In 3D SET, intermediary agent acts in the middle of three domains. These

three domains are client, merchant, and SET proper [17, 19, 20].

In this protocol, the payment gateway plays three major roles. It may play the
role of SSL server between the clinet and the server. The payment gateway may
also play as the webhost that initiates the SET transaction for the merchant.

Finally, it may play the role of the certification authority for the customers [20].

The main drawback of this method is that client can’t control the certificate
that is issued for him, since it will be saved by the intermediary. Also, if the
customer and merchant runs their transactions with one intermediary most of the

time, the intermediary may be able to construct their marketting profiles [20].

2.3.3 KSL ProTOCOL

KSL is a payment protocol for e-commerce in fixed networks like the Internet.
This protocol is not proper for the mobile platform because of its heavy
computation and communication costs. The idea is to reduce the number of
people who possess their own key pair in the SET protocol. In this protocol, all
participants except customer should have their own certificates. So, client-side
computation is lighter [22]. This protocol has two sub-protocols that are
merchant registration and payment. The client should share two sets of keys
before payment starts. He should share symmetric keys X; with merchant and Y;

with issuer [6].
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KSL protocol is a nonce-based protocol that is introduced by Kehne,
Schonwalder, and Langendorfer. KSL is an alternative of Kerberos. The
drawback of Kerberos is that it uses timestamps. So, it requires at least one loose
synchronization between timestamp generator and participants. Participants of
KSL protocol are customer, merchant, payment gateway, and financial service
provider. All of them except customer should have their own certificates. So, the

computational cost, in customer device, is lighter [25, 26, 31].

In a typical transaction in KSL, customer and merchant exchange necessary
information at the beginning. Then, the customer sends a payment request.
Merchant deciphers the message and sends a value claim request that is signed by
the customer to the payment gateway. After authorization of merchant, payment
gateway does the transaction by the help of issuer. Then, payment gateway
notifies merchant and customer. Note that, the cost of communication in KSL is

high. Finally, customer retrieves the result of his request [8, 9, 28].

2.3.4 3D SECURE PrROoTOCOL

3D Secure is an extra security layer for online credit and debit card transactions
that is based on XML. Arcot Systems developed this protocol for the first time.
The name 3D came from 3 domains. It means that this authentication is based on
three domains: acquiring domain (merchant and his bank), issuer domain
(customer credit card issuer), interoperability domain (the internet, merchant

plug-in provider, and Access Control Center).

The 3DS transaction involves request/response pairs. Visa and MasterCard
don’t allow merchants to send these requests to their own servers because of

security concerns. Banks isolate their servers by licensing software providers that
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are called merchant plug-in provider (MPI) for this purpose. Access Control
Center (ACS) is on the issuer’s side (bank). Most of the banks, contract third
parties to provide their ACS. However, it is possible that bank provides ACS.

This protocol utilizes XML messages that are sending over SSL connections.
In this protocols, a pop-up may interfere the payment process and try to
authenticate the customer before the authorization process. The intention is to
prevent card not present fraud. These implementations utilize text messaging for
sending one-time passwords to clients if needed. There are some benefits in this
extra security level. The card holder is confident that his card will not be used
without his authorization, the merchant will be protected from fraud, and banks
see that the customer is already authenticated and they will be more willing to
approve the transaction (the authorization step). Note that, this approach needs
heavier computations. This approach also needs more communications between

the engaging parties, but it is safer.

Visa implemented 3DS as Verified by Visa. Verified by Visa is a protocol that
protects customers against unauthorized use. This protocol has two steps to
authenticate the purchase. The first step is to show the customer a personal
message. Note that, only the customer and his bank know this message. The
customer sets this message when he signs up for Verified by Visa. The second step

is the customer will be asked to enter his Verified by Visa password [35, 37, 39].

MasterCard SecureCode is another implementation of the 3D Secure
protocol. They have an easy 3 step enrollment process. They claim that this
implementation protects the privacy of the transaction. It gives the customer and
extra layer of online shopping security. In this approach, only customer and his
financial institution know the code. So far, more than one million merchants in

122 countries support this implementation.



CHAPTER 2. LITERATURE REVIEW 21

American Express implemented 3DS as SafeKey. They defined it as an
authentication tool that reduces online fraud by confirming cardholder’s identity
with an extra password. They have three different sections for merchants and
acquirers, issuers, and 3DS providers. They have a registration process that allows

customers to choose their MPI service provider among the possible options.

JCB International has its own implementation of 3DS as J/Secure. J/Secure
defined as a payer authentication service. They claim that they made online
shopping more secure with this method. It was fully launched in April 2004.
They have a registration step for their customers. In this approach, customers

should register with their credit card issuers.

There are some issues in these implementations of 3DS. Firstly, there is a
pop-up window or inline frame that is coming from a source that is not a familiar
domain (ex. shopping site, bank, Visa, or MasterCard). It will be very hard for a
customer to find out if this window is a phishing scam or it is coming from the
bank. Customer will not be able to check the iframe certificate because new

versions of browsers don’t allow users to do this.

Also, a man in the middle attack and phishing scam is possible in this step.
Mobile users may experience some issues to see the pop-up or iframe since the
issuer may not be aware of the mobile users and the mobile browser may not
support these technologies. Sometimes a 3D Secure confirmation code is
required in this process. If the code is planned to be sent as a text message, the
customer may be unable to receive it based on the country that he is in. Also, this
may cause trouble for the people who change their cell phone number regularly
(for example due to travel). This issue is solved in the proposed 3D protocol in

this research.
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Isent my Soul through the Invisible, Some letter of that After-
life to spell: And by and by my Soul returned to me, And an-
swered: 'I Myself am Heaven and Hell.

Omar Khayyam

Efhicient Secret Key Agreement Protocols

In this chapter, proposed key agreements protocols and group key agreement
protocols will be described. Key agreement protocol defines a shared key
between two parties. Group key agreement protocol establishes a shared key

among more than two parties.

3.1 PROBLEM DESCRIPTION AND DESIRED SOLUTION

There are many exchange protocols available. However, they are not built for the
mobile platform. The mobile platform has its own limitations like computational

power limitation. Existing protocols are built for a computer with a stable
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network connection.

The desired exchange protocol should be lightweight. It should have less
computational cost and communication cost in comparison with the existing
exchange protocols. This protocol should prevent sending the private keys via a
network. The desired exchange protocol in this chapter will be a protocol that is

proper for mobile platform.

3.2 IMPROVED 2-PARTY SECRET KEY AGREEMENT PROTOCOL

3.2.1  PROBLEM DESCRIPTION AND DESIRED SOLUTION

Key agreement protocol is to define a shared key between two parties. The most
common key agreement protocol is Diflie-Hellman. However, Difhie-Hellman is
using algebra of exponents that is not suitable for the mobile platform. The
mobile platform has limited memory and computational power. Algebra of
exponents produces larger numbers. These large numbers are not suitable for

mobile platform.

The mobile platform needs to deal with smaller numbers. Calculations are
lighter in smaller numbers in comparison with larger numbers. Also, saving the
smaller numbers will be more convenient for the mobile platform. The desired
key agreement protocol in this chapter is a protocol that is using algebra of
logarithm. It produces smaller middle numbers. The mobile device deals with

smaller numbers for calculations.
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3.2.2 ALGORITHM EXPLANATION

The improved key agreement protocol is based on the algebra of logarithms and
modulus arithmetic. The intention is to make shared key generation process
properly for mobile platform by reducing computational cost. Also, the size of
temporary results in the computations has been decreased, since memory and
size of variables are limited in mobile devices. The improved algorithm has the
same function as the original Diffie-Hellman secret key agreement algorithm. For
describing the key agreement protocol, Alice and Bob are used as a conventional
example. The goal of this process is to generate a shared key between Alice and
Bob.

3.2.3 ALGORITHM DEFINITION

In this section, you can see the steps of the suggested protocol. These steps are
calculating the shared key between two parties twice as fast as the original
Diffie-Hellman protocol. Please refer to chapter s section 1 to see the results of
the performance experiments. You can see the steps of the proposed key
agreement protocol and its example in table 3.2.1 and table 3.2.2. In this example:

n=2p=2andg=7(a = p" = 4= 2").
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Action

Description

Alice and Bob agree on

three numbers a, p, and q

q s a large prime number

n

a=p
p=1{2,3,...,n}
nyu,andv =1,2,3,...,n

Alice picks a secret number u

Alice$ secret number = u

umod q is not zero

Bob picks a secret number v

Bob’s secret number = v

vmod q is not zero

Alice computes her public number

Alice’s public number = A

A = ((umod q) X logpa) modgq | = (logpa(” moda)) mod g
Bob computes his public number | Bob’s public number = B
B = ((vmodgq) X logpa)mod q = (Iogpa(”m"d 1) mod g

Alice and Bob exchange their

public numbers

Alice knows u, a,p, q, A, and B
Bob knows v, a, p, q,A, and B

Alice computes

k, = ((umod q) X (logpa("mdq))) mod g

k, = ((umod q) X B) mod g 0= (logpa(”mdq)x(”m"d‘ﬂ) mod gq

k, = (logpa((“”) moda)) mod g
Bob computes k, = ((vmod q) X (logpa(”m"d‘I))) mod gq
k, = ((vmodg) X A)modq ky, = (logpa(“m"dq)x(”m"dQ)) mod g

ky, = (logpa(("X“) meda)) mod g

By the law of algebra, Alice$
k, is the same as Bobs k,

ork, =k, =k

Alice and Bob both know the

secret value k

Table 3.2.1: The Key Agreement Protocol
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Step

Action

Alice and Bob agree on

n=2p=20a=4,andq=7

Alice picks a secret number u = 3

Bob picks a secret number v = 4

Alice computes her public number

A = ((3mod7) x log 2*) mod7 = 3

Bob computes his public number
Bob’s public number = B
A = ((4mod7) X logzzz) mod7 =1

Alice and Bob exchange their public numbers
Alice knows u, a,p, q, A, and B
Bob knows v, a, p, q,A, and B

Alice computes
k, = ((umod q) x (logpa(”m"dq))) mod gq
k, = ((3mod7) X 1)mod7 =3

Bob computes
k, = ((vmod q) X (logpa(“md@)) mod q
k, = ((4mod7) X 6) mod7 = 3

By the law of algebra, Alice$
Alice and Bob both know the
k, is the same as Bob$ k;

secret value k

ork, =k, =k=3

Table 3.2.2: The Key Agreement Protocol Example
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ALGORITHM 1- ORIGINAL DIFFIE-HELLMAN SECRET KEY AGREEMENT ALGO-

RITHM

Algorithm 1- DiffieHellman {

generator = 3;

primeNumber = 982451653;

calculateMiddleKey (selectedNumber) {
payerMiddleNumber =
power (generator , selectedNumber)
% primeNumber ;
return payerMiddleNumber;

}

calculateSharedKey (selectedNumber ,

otherPersonMiddleNumber) {
sharedKey = power (otherPersonMiddleNumber ,
selectedNumber) % primeNumber;

return sharedKey;

In this section, pseudo-code of the original Difhe-Hellman protocol will be
reviewed. As you see in the implementation, the generator is 3 and the prime
number is 982451653. There are two procedures here. One of them calculates
the middle key and the other one calculates the shared key. To calculate the
middle key only the selected number of the user is required. However, to
calculate the shared key, the selected number of the user and the middle number

of the other user should be available.
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ALGORITHM 2- IMPROVED DiIFFIE-HELLMAN SECRET KEY AGREEMENT ALGO-

RITHM

Algorithm 2- ImprovedDiffieHellman {
generator = 3;
primeNumber = 13;
calculateMiddleKey (selectedNumber) {
double ¢ = logarithm (generator);
payerMiddleNumber =
(((selectedNumber % primeNumber) *
(log(generator) / c¢)) % primeNumber);
return payerMiddleNumber;
}
calculateSharedKey (selectedNumber ,
otherPersonMiddleNumber) {
sharedKey =
(((selectedNumber%primeNumber )*
(otherPersonMiddleNumber))%primeNumber ) ;

return sharedKey;

In this section, the improved key agreement protocol will be reviewed. As you
see in the implementation, the generator is 3 and the prime number is 13. There
are two procedures here. One of them calculates the middle key and the other
one calculates the shared key. To calculate the middle key only the selected
number of the user is required. However, to calculate the shared key, the selected

number of the user and the middle number of the other user should be available.

THEOREM 1

The Improved Diffie-Hellman Secret Key Agreement algorithm (algorithm 2)
has the same function as the original Diffie-Hellman secret key agreement

algorithm (algorithm 1), and the former is almost twice as fast as the latter.
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Proor

As you see, algorithm 2 is calculating the middle key and the shared key by
algebra of logarithm instead of algebra of exponents in algorithm 1. You can see
the proof of correctness of the improved key agreement protocol below. Suppose,
there exist two parties A and B. Two keys will be compared. If they are equal, the
key agreement protocol is correct. In this proof, rules of the algebra of logarithms

and algebra of modulus arithmetic will be used. Assumptions:

a;is amod p; and b; is bmod p;. Integer a is represented by r-tuple (a,, ..., a,).
In this kind of representation, residues should be calculated by multiple divisions.

So,a; = amod p;(1 < i < r). Then, based on theorem 2.1 modular[modular? ]:

(ay,...,a,) X (by,...,b,) = (a,b,modp,, ..., a,b,mod p,)

In this case, the prime number is g. In addition, based on algebra of logarithm

[2]:

log, (m") = n x log,(m)

There are two parties A and B. Lets follow the protocol to generate a key for
each one of them. Then, by the rules that just mentioned, the key that is
generated for A is equal to the key that is generated for B. Besides, results of the

calculations in both sides (A and B) are equal.
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A:

k, = ((umod q) x (logpa(”m"dq))) mod g
ka — (logpa(vmodq)x(umodq)) modq

k

. <logpa((u><v)modq))modq

B:

k, = ((vmod q) X (logpa(“m"d@)) mod g
kb — (logpa(umodq)x(vmodq)) modq

k, = (logpa((”“) moda)) mod g

Asyou can see the results in both sides are equal. So, Alice and Bob now have a
shared key. They can use this key for symmetric encryption. The security
strength of Diffie-Hellman is kept and reduced its computational cost. Improved
key agreement protocol can be used instead of Diffie-Hellman in the mobile

payment protocol in order to make it proper for the mobile platform.

End of Proof.

3.3 PROPOSED GROUP SECRET KEY AGREEMENT PROTOCOL

In this section, proposed group key agreement protocols will be reviewed. These
two proposed protocols will be reviewed. These protocols are circular and linear

approaches.

3.3.1  PROBLEM DESCRIPTION AND DESIRED SOLUTION

Sometimes it is necessary to define a secure communication channel between n

users. This process may be very costly. In the simplest way, the cost will be
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exponential. If a shared key has been established between each pair of users in the
group. This amount of calculations and communications are not suitable for

mobile platform.

The desired group key agreement protocol is a protocol that has less
computational cost and communication cost. This goal can be achieved in
different ways. In this research, two methods will be introduced. The first one is a

circular approach that is O(n*). The second one is a linear approach.

3.3.2 CIRCULAR GROUP SECRET KEY AGREEMENT PROTOCOL
PrROBLEM DESCRIPTION AND DESIRED SOLUTION

As mentioned earlier, the cost of defining a secure channel between n users in a
group may be exponential. A naive method may have expensive computational
cost and communication cost that is not suitable for the mobile platform. in this
section, the desired protocol is a protocol that doesn’t have exponential cost. The
desired protocol would be a protocol that decreases the cost of defining a shared

key for a group of n users.

ALGORITHM EXPLANATION

In this section, the proposed circular group key agreement protocol will be
introduced. Mobile phones have come a long way from just a medium of
communication. They are now a helpful assistant that can do a multiplicity of
tasks for us these days. Mobile and portable devices are suitable and secure for
online payment transactions. Although most users prefer to do an abundance of
their on-line activities with their mobile apps via their cell phones, there are

several serious issues that hinder the universal acceptance of mobile payment
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among users worldwide.

This protocol is suitable for portable and mobile devices since it has fewer
computations and smaller numbers in comparison with Difhie-Hellman key
agreement protocol. As a result of this, this protocol is proper for using in mobile
devices with limited hardware and computational resources. This algorithm is
based on the algebra of logarithms and modulus. The goal of this protocol is
generating a shared secret session key between n users. This method is proper for

limited resources of the mobile platform.

This shared key will be used by each one of the parties to generate keys for
each side independently. These are symmetric encryption algorithms that will be
used to encrypt the data stream between the engaging users. In this algorithm,
each K; has a key a;. Besides, neither the shared secret key nor the encryption key,
do not travel over the network via this process. The design of this protocol is
focused on generating a shared session key with considering the limitations in

computational power and hardware of portable and mobile devices.

ALGORITHM DEFINITION

The shared key in this protocol will be generated in a circular approach. First, the
person chooses his private number. Then, he calculated his middle number and
sends it to the next person in the circle. It will continue till the accumulative
middle key reaches the person. The person can calculate his own shared key by
using his own private key and the accumulative middle key. Because of this, the
proposed protocol was named Golden Circle. The goal of this protocol is to
improve the running time of the similar algorithms that were discussed in this
section. After the calculations, each party will have the shared session key or GK

(Golden Key). You can see the steps of this protocol in table 3.3.1.
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Action Description
All of n parties agree on three numbers g, p and a new operator ~: pis alarge prime number g is called the base or
a~b=1If(a+b) >nthena~b=a+b—nElsea~b=a+b generator for eachia;, g, p =1, 2,3, -~ -, n

Each of them for example K; picks a secret number g;

For each party K; from K;,) to K;(,_,) does in a sequence
First computes A(;..,) = (¢"(~) mod p And sends A(i ~ 1)toK(i ~ 2)
Second A(j,) = (A(jny) X d(ins)) mod p

last A (i (n—1)) = (A(in(n—2)) X A(in(n—1))) mod p
At the end K(j(4—,)) sends A (n—1)) to Ki

Each of them for example K; does K = (g"G~) - %~(t=1) mod p)% mod p
K= (A(i~(n—1)) mod p)*% mod p = (g"G~) 4~ (=) “0) ) mod p

This is the shared session key = (g" " “li~(-1) ) mod p

Fortunately computed K of each of them is equal to other$ Each of them knows the secret value k

Table 3.3.1: Steps and proof of correctness of GC
THEOREM 2

The recommended group key agreement protocol has the same function as the
naive Diffie-Hellman group key agreement protocol, and former improves the

latter’s runtime complexity from O(2") to O(n*).

Proor

In this section, you will see that the generated shared group key will be identical
for all of the group members no matter where you start generating the key. In this
mathematical proof, assume that there are n group members (k;) and each one of
them selects a secret number for himself (g;). At the end of the process, each
member will have the shared group key. p is a large prime number g is called the
base or generator. Each party knows a;, g, p = 1,2,3,- - -, n. All of the n parties

agree on three numbers g, p, p. First, a new operator should be defined (~).

a~b=1If(a+b) >nthen{a~b=a+b—n}Else{a~b=a+b}

Each of the members for example k; picks a secret number 4;. For each party K;
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from K;, to K(i ~ (n — 1)) does in a sequence:

First computes A;, = (¢“~') mod p And sends A, to K,

Second A;., = (A“%~) mod p

Ain(n—1) = (Ai~(n—z)a’“<"*‘>) mod p

At the end K (,—,) sends A;(,—,) to k;.

Each of them for example k; calculates the shared key like below:

K = (Ain(uy) " ~0=) mod p) mod p

Note that this key will be equal for all the members.

K = (guim o Bino(n—1) modp)“i modp

— (ga(i’\/l) cooa(i~(n—1)) a(i)) modp

= () modp

End of Proof.
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COMPLEXITY

First, let’s consider the complexity of the proposed key agreement protocol. For
generating a GC, n calculations are required. Each party needs calculations for
computing its GC. Furthermore, each party needs a GC that is calculated by the
other parties. The computational cost for generating a shared key is constant
because of its logic (using algebra of logarithms instead of algebra of exponents).
As it can be seen below, the complexity of the algorithm for generating a shared
session key for n parties is O(n*). So, no matter for how many users you want to
define a shared session key, you can do it in a polynomial time now. In the
equations below, n is the number of iterations and GK is the cost of generating a

shared session key with Golden Circle.

(n X GK) X (n — 1 X calculations)
GK :n

EachGK X (n —1)

= GKTotal = n X (n —1)
=nX(n—1)

It is polynomial.

= Complexity : O(n*)

First, imagine the shared session key between n users will be generated by
Diffie-Hellman, First, a shared session key should be generated between each of
the two possible pairs among the users. Then a shared session key between each
two shared session keys should be defined. This should continue until a shared
session key between all n users has been acquired. The time complexity of
generating the all shared keys is O(2"). This is super-polynomial for n parties.
This chapter suggests a solution define a shared session key between n users with
a polynomial time complexity. The traditional ways can be used, but their
complexity is not proper for mobile devices. The complexity of the key

agreement protocol is a key point in the second protocol.
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Furthermore, in the example n is a big number. For example, a company wants
to generate a shared session key between thousands of the employees. The
complexity of the algorithm is very important here, because of the limited
resources of the mobile platform (computational power, network capacity, and
etc). These resources are available in different cellphones. People has a wide
variety of mobile phones with distinct capabilities and hardware. To see the

details of this protocol refer to [33].

3.3.3 GOLDEN LINEAR GROUP SECRET KEY AGREEMENT PROTOCOL
PROBLEM DESCRIPTION AND DESIRED SOLUTION

The recommended circular approach decreases the cost of defining a shared key
for a group of n users. However, if the number of users grows, still the cost may be
alot for a mobile device. The desired protocol in this section will be a protocol
that has less computational cost than the circular approach. This protocol should
have linear computational cost. Two of the main attributes of this protocol are
correctness and efficiency. This goal can be achieved by selecting a user as the
coordinator and following the steps of the algorithm. The desired protocol in this

section will be suitable for mobile platform with its limitations.

ProTOCOL EXPLANATION

Circular Group Secret Key Agreement Protocol This protocol is linear and the
recommended circular approach is quadratic in time complexity. This protocol
needs one of the group members as the leader. However, in the circular approach,
there is not a leader. All group members are the same in the circular approach.

This protocol has been divided into two sub-protocols. The first one is secure
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channel sub-protocol. The secure channel defines a secure channel between each
one of the group users and the leader. The second one is initiation sub-protocol.
The goal is to define a shared session key for a group of users by these two
sub-protocols. In this step, leader defines a shared key and distribute it among
group members. In the secure channel sub-protocol, the proposed key agreement
protocol named GKA (Golden Key Agreement Protocol) will be used. Based on
GKA protocol, all members and leader of the group should share three numbers
a, p, q at the beginning. This protocol is very efficient if there are not a lot of joins

and leave in the group.

ProTocoL DESIGN- SECURE CHANNEL SUB-PROTOCOL

Leader is a group member who coordinates the shared key generation process. In
this part the leader will establish a secure connection to each one of users in the
group. Firstly, each user will choose a private key (user i will choose private key
p:)- The leader also will choose a private key (p,). Then, each user will send

A; = ((pimod q) X logpa) mod g to the leader. Also the leader will broadcast

A; = ((p.mod ) x log,a) mod g to all the group members.

Then, each one of the users will calculate k; = ((p;mod q) X A,) mod g. Then,
the leader will calculate k,, = ((p. mod q) X A;) mod g. As a result of this
sub-protocol, the leader will have a secure line with each one of the members. It
means the leader is ready to share the shared key will all group members securely.

The shared key for the group will be generated in the next sub-protocol.

ProTOCOL DESIGN- INITIATION SUB-PROTOCOL

In this part, the leader will generate a shared session for the users. Firstly, each

user chooses his own private key p; and sends it to the leader through the secure
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channel. The leader then generates a shared session key for the group based on
the equation below and will send it to the members through their secure

channels.

k = (logpa(f’lf’l“‘p")) mod q
a=p"=k= (logpp["(f’lpl"'f’")}) mod q
= k= ((pps-..ps) x log,p") modq

This shared session key is only for current users of the group. if anyone leaves
or joins the group, the shared group key should be updated. The protocol needs
to add/remove the contribution of the member who joins/leaves the group. In
the next sections, The join and leave sub-protocols will be reviewed. Join
protocol is useful when a new member joins the group and leave protocol is

useful when a member leaves the group.

ProTOCOL DESIGN- JOIN PROTOCOL

When a new user (user,,) want to join a group, he should establish a secure
channel with the leader of the group. He uses the secure channel protocol (GKA)
for this step. Then, he will send his private key with a positive sign to the leader
through his secure channel. Then, the leader will update his shared session key by
multiplying it to the received number ((p,+, mod q)), since the sign is positive.
After that, the leader will broadcast the updated shared session key to the group
members. The key will be updated for the leader, members of the group, and the

new member Based on the equation below.

Currentk = (logpa(p‘Pl"'P”)) mod gq

New k = (p,+, mod q) X (logpa(p‘p“'p")) mod gq
— (pue. % log a#)) modg

= (10gpa(p1pz---pnpn+l)) mod g
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ProTocoL DEsIGN- LEAVE PRoTOCOL

When an existing user (for example user, ) want to leave the group, he should
inform the leader before he leaves. He should send his private key with a negative
sign (—1 X p,) to the leader through his secure channel. Then, the leader will
update his private key by dividing it by the received number. Note that, the leader
ignores the negative sign. This negative sign is the only symbol of leaving. After
that, the leader will broadcast the new shared group key. After that, the leader and

the group members will have the same updated key based on the equation below.

Currentk = (logpa(f"f’z"‘f’")) mod gq

Newk = (logpa(P‘Pl“'P”)) mod g / (p, mod q)
= (10gpa(p1p2"'Pﬂ)/p") mod q

= (logpa(Plpr“Pnfl)) mod q

THEOREM 3

The recommended group key agreement protocol has the same function as the
naive Diffie-Hellman, and the former improves the latter’s runtime complexity
from O(2") to O(n).

Proor

In this section, you see that from whichever party that you start generating the
shared key, you will have the same shared group key. There are n members in the
group. Numbers p, q, and a are shares among group members and the leader.
Member i chooses his private key p;. The leader chooses his private key p,.
Member isends A; = ((p;modq) % Iogpa) mod q to the leader. Leader sends
A, = ((p. mod q) X logpa) mod g to member i. Then, the shared key will be
calculated by the leader like this:
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k = (logpa(‘”‘f’z'“f’")) mod gq
a=p"'=k= (logpp[”(f’lpl"'f’")}) mod q
= k= ((pps-..ps) x log,p") modq

End of Proof.

COMPLEXITY

In this section, the cost of the protocol will be analyzed. Let’s start with secure
channel sub-protocol. In the secure channel sub-protocol, the leader should
establish a secure connection with each one of the members based on the private
key of the member. The leader will have two calculations and one broadcast.
Each member will have two calculations and will send one message and receive
one message. In the initiation sub-protocol, the leader will have one calculation
and one broadcast. He will also receive n messages from members of the group.
Each member will send one message to the leader and receive one message from

the leader in this sub-protocol.

In the join protocol, the leader will have three calculations (two for secure
channel sub-protocol and one for updating the shared group key) and will send
one message to the new user and one broadcast to all members of the group. Each
user will only receive one message. In the leave protocol, the leader will have one
calculation and one broadcast to members of the group. The leaving member
should send one message to the leader and each member except the leaving
member should receive one message. In conclusion, the protocol will send 3n
messages and receive 3n messages. The protocol should do 2n + 2 calculations

for a group of n parties. To see the details of this protocol refer to [40].



A wealth you cannot imagine flows through you. Do not con-
sider what strangers say. Be secluded in your secret heart-

house, that bowl of silence.

Jalaluddin Rumi

The Mobile Pay Center Protocol

The proposed mobile payment will be introduced in this chapter. The
recommended payment protocol is proper for the mobile platform because of its
lightweight computational and communication costs. This payment protocol
also has some specific features, for example, a feature that provides privacy

protection for the customer.

4.1  DESIRED PROPERTIES

The desired payment protocol should be lightweight to be suitable for the mobile
platform. This protocol should protect the customer’s privacy. This should be an

42
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optional feature, since some customers may feel comfortable to reveal their
identities for the merchants. This protocol should utilize temporary and
timestamp generated identities for the customer to provide identity protection.
This protocol should utilize mobile network operators to protect mobile device
users’ identities. This protocol should be protected against replay attacks by using
suitable encryption and timestamp generated numbers in the transaction. People
should be able to pay monetary values to other people only by knowing the other

person’s cell phone number.

4.2 PROBLEM DESCRIPTION

In this research, it is assumed that the customer is using a mobile platform (a
mobile device via a mobile network like 4G). There are many payment protocols
available. You are using these protocols each time you are involved in an
e-commerce transaction. Some of these protocols need a certification authority
to verify the certificates of the engaging parties. Some of these protocols are using
PKI infrastructure (public/private key). Many people like to use the mobile
platform to do e-commerce transactions like ordering a book from Amazon.
There are different platforms available for mobile devices these days like Android
and iOS that should be utilized for this purpose.

However, these protocols are built for the computers with a stable network
connection. None of these protocols are built for the mobile platform. The
mobile platform has its own limitations like computational power and network
bandwidth. Also, the network stability of the mobile platform is not comparable
with a wired network connection. So, these protocols are not suitable for the
mobile platform. These protocols don’t protect the privacy of the payer. Defining

a secure channel in these protocols are expensive.
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The desired payment protocol will have a lightweight key agreement protocol
to define a secure channel between the parties. This payment protocol should
protect the privacy of the payer. The protocol should be protected against replay
attacks. The desired protocol could provide non-repudiation. In summary, this
protocol should be suitable for limited resources of the mobile platform. the
assumption is that the proposed protocol is based on customer centric model. It
is using symmetric encryption and decryption. It is not using PKI infrastructure.

Certificate verification is not required for the customer on his mobile device.

4.3 ASSUMPTIONS

The first assumption is that the customer is using the mobile platform. He is
using a mobile device in a mobile network. This transaction is also designed for
mobile devices on the wireless network. The customer should have a bank
account that allows him to do online transaction. This protocol is mainly
designed for credit card owners who are interested in making payment through
the mobile platform. It is assumed that the customer is willing to protect his

identity during the transaction.

4.4 PURPOSE

The first purpose of this protocol is to make a lightweight payment protocol for
the mobile platform. The next purpose is to protect the privacy of the customer
of payer. Also, this protocol is designed to be resistant to replay attacks. This
protocol involves mobile network operators to protect the customer’s privacy. In
summary, this protocol is designed to be a secure lightweight payment

mechanism for the mobile platform.
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4.5 DESIGN TRADE-OFFS

In the proposed protocol, symmetric encryption will be used instead of PKI
infrastructure to avoid heavy computations on the customer side.There will be no
certificate validation for the customer to avoid extra computation and
communication cost. The digital signature could be used to provide
non-repudiation. Privacy of the customer will be protected by using temporary
identities. Note that this feature is an optional feature that can be removed when
performance and speed are more important than security. This feature may have

expensive computation for a mobile device since it is base on PKI infrastructure.

The proposed protocol is based on the customer-centric model instead of
merchant-centric to avoid full connectivity issue (all parties are connected). In
the secure channel protocol, algebra of logarithms is being used instead of the
algebra of exponents, since the protocol face smaller numbers in the algebra of
logarithms. It means logarithms make bigger numbers small enough for a mobile
device to avoid heavy computations. Also, if the numbers are smaller, it will be
easy for the mobile device processor to do calculations on it or save it in its cache

for fast access.

4.6 'THE PROPOSED PROTOCOL
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Symbols Descriptions

MNO Mobile Network Operator

{payer, payee, | A setof engaging parties, which includes Payee, Payer, Payees MNO and Payer§ MNO
payers MNO,

payee$ MNO}

Pay-Center Time Stamp and Digital Sign center

PN Phone Number of Party P

PIN Party P selected this password identification number

ID Identity of Party P, which identifies Party P to MNO

Al Account Information of Party P, which including credit limit for each transaction and type of account
R, Random and times-tamp generated number by Payer act as Payer’s pseudo-ID

R, Random and time-stamp generated number to protect against replay attack

K, Shared key between payer and his mobile network operator

K, Shared key between payer and payee

AMOUNT Payment transaction amount and currency

DESC Payment Description, which may include delivery address, purchase order details and so on
TID The Identity of transaction

TIDReq Request for TID

PayeelDreq Request for payee identity

Req Request

MX The message M encrypted with key X

H(M) The one-way hash function of the message M

i Used to identify the current session key of X; and Y;

Kpp The secret key shared between Payer§ MNO and Payee$ MNO.

Success/Fail The status of registration, whether success or failed

Yes/No The status of transaction, whether approved or rejected

Received Payment receivable update status, which may include the received payment amount
Prp Private key of party P

Pup Public key of party P

CK client key: a key that is necessary for decoding X; and Y; sets on client side

CKReg Request for client key

T Current date and time

Table 4.6.1: Notations
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Phase 1: Payment Initialization:
Payer = Payee: R, TIDReq, PayeeIDgeg
Payee = Payer: {IDpayec, TID, IDyno tks

Phase 2: Payment Subtraction Request Payer:

Payer = Payer’s MNO: { IDpayee, IDMNO, R,, TID, AMOUNT, DATE, R,,

H(IDPayeey IDMNOy Rn TID7 AMOUNT7 DATE7R2)7 {sz DESC}Kz}XH i7 IDPayer

Payer’s MNO => pay-center:

H[{IDpayec, IDaino, Ry, TID, AMOUNT, DATE, R,, H(IDpayee, IDuno, R, TID, AMOUNT, DATE, R,),
{R,, DESC}K,}Xi, i, IDpayer]

pay-center = Payer’s MNO: generates TimeStamp1 and verifies Payer’s digital signature

Phase 3: Payment Authorization Request:
Payer’s MNO => Payee’s MNO: R,, IDpayee, TID,
AMOUNT, DATE, {R,, DESC}K,

Phase 4: Payment Confirmation Request:
Payee’s MNO = Payee: {R,, TID, AMOUNT, DATE, {R,, DESC}K,, R,,
H(R,, TID, AMOUNT, DATE, {R,, DESC}K,, R,), H(Ky)}yi, i

Phase 5: Payment Confirmation Response:
Payee = Payee’s MNO: {Yes/No, R,, H(Kp,, H(R,, TID, AMOUNT, DATE,
{R,, DESC}K,, R,), {Yes/No, TID, AMOUNT, DATE}K, }Yi1,

Phase 6: Payment Authorization Response:

Payee’s MNO => pay-center: H({Yes/No, Ry, H(Kpp),

H(R,, TID, AMOUNT, DATE, {R,, DESC}K,, R,), {Yes/No, TID, AMOUNT, DATE}K,}Yi+,)
pay-center = Payee§ MNO: generates TimeStamp2 and verifies Payee$ digital signature

Payee$ MNO = Payer§ MNO: Yes/No, TID, AMOUNT, DATE, {Yes/No, TID, AMOUNT, DATE}K,

Phase 7: Payment Subtraction Response:

Payer’s MNO => Payer: {Yes/No, R,, H(Ky.p), H(IDpayee, IDMNO, R;,
TID, AMOUNT, DATE, R,), {Yes/No, TID, AMOUNT, DATE}K, }Xi1,
Payee’s MNO => Payee: {Received, R,, H(K,), H(R,, TID, AMOUNT,
DATE, {R,, DESC}K,, R,)}Yit,

Table 4.6.2: The mobile payment protocol
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Figure 3: Proposed mobile payment protocol

Mobile commerce (m-commerce) is e-commerce activities conducted via the
mobile platform. Principals of m-commerce are the same as e-commerce plus
mobile network operator. M-commerce inherits the challenges of e-commerce.
Moreover, most of the e-commerce protocols are based on public key
cryptography that is not efficient in mobile and wireless networks. Some of these
protocols are keeping credit card’s information on mobile devices or using this
information in transactions without proper protection. This is why they are

vulnerable to attacks.

Most of these protocols were designed to keep track of the traditional flow of
data. This flow should be carried between client and merchant as a transaction.
These protocols are vulnerable to attacks like transaction or balance modification
attack. There is no proper notification in these protocols after a successful
transaction as part of the protocol. These protocols don’t have proper privacy
protection for payer in their design. In 3DS, a pop-up window may interfere in
the payment process that may be considered as man in the middle or phishing

scam, since its domain is not Visa, MasterCard, the bank’ domain, or the
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merchant’s domain. Also, if the generation of a one-time password is required,
these protocols utilize texting as their interaction with the customer. This may

cause problem when the customer is in not in his home country.

In a typical payment scenario, the payer should open a credit card account in a
bank that supports electronic payment. The payer should receive a digital
certificate signed by the bank. Then, the customer selects his items or services by
browsing merchant’s website and order them. The customer should send a
message that includes two parts. The first part is the merchant that includes order
information. The second part is for merchant’s bank that includes payment
information. Merchant’s bank should check this payment information with issuer

of the credit card for authorization.

After a successful authorization, merchant’s bank informs the merchant that
the payment information is acceptable. Then, merchant completes the order,
sends confirmation and invoice to the customer, and captures the transaction
from his bank. Card not present fraud is a type of attacks that may happen when
the merchant is not able to check the card physically. Note that in 3DS, the
customer may experience a pop-up window in the middle of a transaction that
tries to prevent this type of attack by using behavior-based authentication. There
are different types of limitations in m-commerce and mobile platform. Also,
identity protection is a significant challenge in m-commerce. Because of these
restrictions, the focus should be on decreasing the computational cost and

communication cost in these transactions.

The recommended protocol is proper for the mobile platform. Firstly, this
protocol should decide how to move forward the payment data like payment
amount from payer to payee via the network in the protocol. When payer and

payee have accounts in the same bank, the situation is simple. Payer should
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inform his bank to debit the requested amount from his account and credit it into

payee’s account without any financial clearance.

However, when payer and payee have two accounts from two different banks
or they have two different mobile network operators, there will be two possible
models available. These models are the customer-centric model and
merchant-centric model. Merchant-centric model is the traditional approach. In
this method, merchant initiates the transaction. One problem with this approach
is full connectivity (all participants can exchange messages with each other
without intermediaries). This problem makes the payment protocol more
vulnerable to different types of attacks. The second method is the client-centric
model. In this approach, payer initiates the payment process and requests to pay
and amount to the merchant. The mobile payment protocol is based on the
client-centric model. Note that, there is no full-connectivity problem in this

approach because there is no direct communication between payee and payer’s

bank.

The proposed mobile payment protocol is based on the client-centric model.
Its principals are the payer, payee, mobile network operator, MPI, ACS, payer’s
credit card issuer (bank), payee’s acquirer (bank), and certification authority for
supporting secure transaction execution. The protocol works with two sets of
keys. The first set should be shared between payer and his mobile network
operator. The second set should be shared between the payee and his mobile
network operator. The protocol consists of two sub-protocols that are registration
and payment protocols. Payer and payee must register with their own mobile
network operators at the beginning. Payer and his mobile network operator

should generate a session key by running the improved key agreement protocol.

As you see, the protocol depends on the mobile network operators. People
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may change their mobile network operator. It is not affecting the customer since
mobile network operator contribution in the transaction is only for that
transaction. So, if the customer changes his mobile network operator after the
transaction. This new mobile network operator will be involved for this customer
in the next transaction. The customer needs to get the wallet application from his
mobile network operator. By using this the customer becomes dependent on his
mobile network operator. However, this is one of the elements that provides
privacy protection for the user, since the customer’s identity is hidden behind his
mobile network operator. His mobile network operator introduces the customer
with a temporary identity. Note, that privacy protection is an optional feature. It
can be turned off by the customer. You can see the notations of the proposed

protocol in table 4.6.1.

There is a party in the proposed payment protocol named pay-center. This
party is also known as the payment gateway in m-commerce. The payment
gateway is a party that connects banks and financial institutes to the mobile
network operators. This party should be defined and managed by financial
systems since it is dealing with financial transactions. The rest of this section is
defining the new mobile payment protocol that will be implemented in seven
steps. At the beginning, payer encrypts registration details such as account
information, payer’s identity, and his phone number with his shared key. This

information should be sent to payers mobile network operator.

payer = payers MNO:
{P N, Payer IDPayer7 AIpayer}I<1

There are several challenges in designing the payment protocol. One of these
challenges is to prevent privacy violation of payer. Most of the current payment

protocols are providing identity protection from eavesdroppers. But, they don’t
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provide identity protection from the merchant. So, merchants can make the
profile of their customers without their permission. One of the goals is to avoid
possible identity or privacy violation in the payment protocol. In order to
overcome the issue of privacy violation, mobile network operators should be
involved in the payment process. Besides, temporary identity for the customers
should be generated to provide proper privacy protection for them. This
temporary identity should be generated based on the customer’s phone number
and his password identification number. Note that, this ID will be generated after

a successful authentication.

During the registration process, payer has to set his password identification
number (PIN paye,) in order to access his mobile wallet application. This
implementation uses two-factor authentication that is an important principle for
mobile device access control. Two-factor authentication identifies the user in two
steps. The first factor is the mobile wallet application on his mobile (something
that he has). The second factor is a password (something that he knows). Then,
IDpgy., will be computed by hashing payer’s phone number (PN, puyer) and

password identification number (PINpy,).

IDPayer = PNPayer + Hash (PNPayera PINPayer)

Then, payer’s mobile network operator decodes the message with his shared
key (K, ). Payer’s mobile network operator stores necessary information into its
database. If registration process is successful, payer’s mobile network operator
will send a confirmation message to inform payer about the result. Confirmation

message is also encrypted with the session key (K, ).

Payer’s MNO => Payer: {Success/Failed} Encrypted with K,
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After registration, payer receives mobile wallet application through email or
downloads it from his mobile network operator website. Mobile wallet
application has symmetric key generation and payment software. After successful
installation, a set of symmetric keys (X = {X,, X,, ..., X, } ) will be generated.
They will be stored in payer’s mobile device and will be sent to his mobile
network operator. They will be used to make secure channels between the payer
and his mobile network operator. The payee must go through the similar
registration process with his mobile network operator. This enables him to
receive the payment amount. Payee generates a set of symmetric keys
(Yy={Y,,Y,,...,Y,}) with his mobile network operator. These keys will be

stored into payee’s terminal and his mobile network operator’s database.

In the protocol, if a person captures details of a payment transaction, he will
not be able to use the message again, since all messages are encrypted in the
protocol. Besides, these messages include random time-stamp generated
numbers in order to protect the protocol from replay attacks. If someone steals
the payment device, he can access (X or Y) the shared keys. Therefore, the thief
can decode the payment messages and use them for illegal payment. To address
this issue, all keys (X and Y) are encrypted in client device (with his key). Note
that, this key is only viewable by his mobile network operator. Client does the

following steps in order to obtain the client key.

P = P$ Mobile Network Operator:
{PNp, Current Date and Time, CKRequest}Pup/S MNO
P$ MNO => P: { CK} Encrypted with Pup

Current payment protocols support transaction privacy protection from
eavesdroppers. However, they don’t support transaction privacy protection from

the bank. So, it is obvious that who is paying how much to whom for ordering
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what items in each transaction. Also, some credit card issuers provide categorized
spending charts (ex. merchandise, dining, and travel) for their customers. So, the
financial institution or bank knows details of the transaction. transaction privacy
protection should be provided in the protocol. For this purpose, transaction’s
details should be encrypted before sending it to pay-center (payment gateway).

So, pay-center can’t make profiles of the customers and merchants.

The next challenge could be to support non-repudiation. After a successful
payment, payer or payee should not be able to deny the transaction. For this
purpose, digital signatures should be utilized (mathematical scheme to
demonstrate the authenticity of a digital document). Pay-center is responsible for
generating time-stamps and verifying digital signatures in the protocol. The
proposed payment protocol has seven phases. In the protocol, digital signatures
will be verified twice. In phase 2, pay-center verifies payer’s digital signature and
generates the first time-stamp. In phase 6, pay-center generates the second
time-stamp and verifies payee’s digital signature. Because of these two

verifications, non-repudiation could be provided in the payment protocol.

It is important to prevent replay attacks in payment protocols. Most of the
current payment protocols support this feature. This feature should be supported
since it is an essential and fundamental feature of a payment protocol. Without a
mechanism to prevent replay attacks, the payment transaction may be used again
by an eavesdropper. If an eavesdropper captures one of the transactions, he can
manipulate the transaction and use it again for illegal purposes. Another
restriction is about the keys that prevent replay attacks. This restriction will be

discussed later.

In the protocol, there is a mechanism to prevent replay attacks. there are two

random and time-stamp generated numbers. The first one is payer’s pseudo-ID.
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The second one is to prevent replay attacks. This number will be included in the
messages in phases 2, 4, 5, 6, and 7 of the payment protocol in order to prevent
replay attacks. In this case, a person cannot use a transaction for the second time,
since the time-stamp is not matched with the current time. As mentioned earlier,
the proposed payment protocol is composed of seven phases as illustrated in
figure 1. You can see these seven phases with their details in table 4.6.2. These
steps are designed for the mobile platform. These phases should be implemented

properly as a payment protocol.

In Summary, payer sends the subtraction request to his mobile network
operator. His mobile network operator sends the request to payee’s mobile
network operator. Payee’s mobile network operator sends the request to the
payee and receives his response. Payee’s mobile network operator sends the reply
to payer’s mobile network operator. If the payee accepts the request, payer’s
mobile network operator will initiate the transaction through the payment
gateway (pay-center). If payee rejects the request, payer’s mobile network
operator will inform the payer about the denial. After a successful transaction
pay-center informs mobile network operators about the successful result. Then,
they inform their clients about the result of their transaction. This notification is
part of the recommended protocol but is not part of the existing payment

protocols.

After successful completion of these seven phases, the payee will release or
deliver the purchased goods or services. As mentioned earlier, one of the
challenges in mobile payment is to prevent replay attacks. To prevent replay
attacks, payer’s mobile network operator and payee’s mobile network operator
make sure that symmetric keys (X; and Y;) have not been used before processing
the current payment transaction. Mobile network operators will keep a list of
generated secret keys and expire used symmetric keys from the list. Payer and

payee may receive an update notification from their mobile network operators
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when their key is expired. To update their secret keys, they should connect to
their mobile network operator and generate a new session key (K, ) by running
the key agreement protocol. Then, they generate a new set of secret keys (X and

Y) with a new session key (K,) in offline mode.

4.7 USsE CASES

In this section, a simple use case of this protocol will be explained. Assume that a
customer wants to buy and item from a salesperson that he just met in the street.
The customer likes the item, but he doesn’t want to pay its price by cash. He is
also worried about his privacy since he doesn’t know the sales person. So, he
wants to protect his privacy. He can use the recommended protocol. First, he
needs to negotiate over the price with the sales person. This can be implemented
as part of the mobile app that is doing the payment or it may be a receipt. Then,
the customer needs to know the cell phone number of the salesperson. Then, he
sends the payment request to the sales person. However, the merchant only sees

the temporary identity of the customer.

So, the privacy of the customer is protected. Then, if the merchant accepts the
request, the request will be sent to the payment gateway. After a successful
transaction, a push notification will be sent to the mobile device of these two
people. So, the merchant will give the item to the customer. Note that since both
people are using mobile devices in this use case, their mobile network operators
are involved in the transaction. The identity of each person and his bank account
is stored in his mobile network operator. These mobile network operators are the

parties that communicate with the payment gateway.

The next use case is about a price meal payment. Assume that a person wants

to buy a meal from a sandwich maker vehicle in the street. In the protocol. First,
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two parties need to negotiate over the price and the meal that customer wants to
order. It may be implemented as part of the application on the phone or it may be
in a type of receipt to show how much should be paid. After this, the customer
initiated the payment with the amount that they discussed and to the vehicle
owner only by asking his mobile number. It is assumed that both people have the
proposed payment application on their mobile devices. Then, the vehicle owner
receives a payment request. If he accepts, the transaction will be done in

pay-center. Then, the vehicle owner give the meal to the customer.

4.8 CLOUD MESSAGING AND 3D SECURE

Cloud messaging is a mobile service that allows third-party applications to send
data or information as push notification from their servers to the operating
system on the device. Note that, device operating system is handling these
messages. All mobile devices support this feature nowadays. Apple has APNS
(Apple Push Notification Service), Google has GCM (Google Cloud
Messaging ), Microsoft has MPNS (Microsoft Push Notification Service), and
Blackberry has BBPS (Blackberry Push Service). This feature is well supported in
mobile devices and it is secure to transfer messages from third-party to the

mobile device.

Customer may face a pop-up window in the payment process based on 3DS.
This pop-up window may be considered as a man in the middle or phishing scam,
since its domain is not Visa, MasterCard, the bank’ domain, or the merchant’s
domain. Also, if the generation of a one-time password is required, these
protocols utilize text messages for interaction with the customers. This may cause

problem when the customers are not in their home country.

3D Secure is an extra layer of security for payment protocols. 3D Secure
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implementations are the latest pioneers in e-commerce transactions in the secure
connection space. 3D Secure (3DS) is an additional security level for online
transactions with either credit or debit cards. The 3D secure protocol is based on
XML. Visa introduced this protocol to the customers as " Verified by Visa”.
MasterCard introduced it as "MasterCard SecureCode”. American Express
introduced it as "American Express SafeKey”. JCB International implemented

this protocol as ”J/Secure” 35 ].

These implementations have some issues. Many customers abandon this way
of payment because of the security concerns. This method is using a pop-up
window to authenticate the cardholder. The source of this pop-up window is not
recognizable by the customer. the customer can’t recognize domain of this
pop-up window. It is not clear if this pop-up is from the bank, Visa, MasterCard,

or trusted domains.

This protocol is dependent on the geographic location of the customer at the
time of the transaction. It means if the customer is not in his own country, he
may have some problems in receiving notifications, one-time passwords, and etc.
Text message may be blocked for different reasons in the country that he is

currently in.

This protocol is inconvenient for the people who tend to change their number
time to time. Some people need to change number because of different reasons.
Current type of implementation may be inconvenient for them during the
payment process since they need to change their number more often. Also,
mobile users sometimes have a problem with viewing the pop-up window on
their mobile device, since mobile browsers are simpler browsers. These browsers

may have a problem in showing pop-up windows.
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There are different types of attacks that may happen in electronic commerce.
Card not present fraud is one type of these attacks. It may happen when the
merchant is not able to check the card physically. For example, when the
customer is ordering an item from an online store, the store is not able to check
customer’s card physically. Note that in 3DS, customer may experience a pop-up
window in the middle of transaction that tries to prevent this type of attack by

using behavior-based authentication.

Cloud messaging will be utilized for transferring one time passwords to
customers and as the extra security layer in the protocol. This extra security layer
prevents card not present fraud. The extra security layer is improved version of
the 3D Secure protocol. Note that, by using cloud messaging instead of text
messaging, the customer can see the source of notifications and authentications.
This approach is not dependent on the current geographic location of the

customer.

In this protocol, cloud messaging will be suggested to prevent card not present
fraud and to transfer one time passwords to customers to prevent man in the
middle attack and phishing scam in this step. Note that, the recommended

approach is based on the 3D Secure protocol.

In the suggested payment protocol, cloud messaging will be utilized to add an
extra layer of security to the payment protocol. The intention is to prevent card
not present fraud in the payment protocol. For this purpose, 3D Secure features
should be improved for authenticating a customer. Note that, 3DS is utilizing
behavioral data to understand which transactions are suspicious. This protocol
will not prompt all the customers, but it only prompts transactions with risk
score shows higher than the threshold. There is a behavior model available that

assigns each transaction a score based on different factors. If this risk score is less



CHAPTER 4. THE MOBILE PAY CENTER PROTOCOL 60

than the threshold, the system allows the customer to continue the transaction.
But, if this score is higher than threshold, customer will be prompted by a pop-up

window or inline frame in the middle of transaction.

All 3DS features for this extra security level should be borrowed, but instead of
showing the extra layer as a pop-up window or inline frame, cloud messaging
should be utilized for this purpose. Several issues will be prevented by utilizing
cloud messaging instead of a pop-up window (ex. difficulty in viewing pop-up
windows in mobile devices, difficulty in receiving one-time passwords and
confirmation codes via text message, and unable to see the source of the pop-up
window). A notification will be pushed to the customer to make sure that he is
the legitimate customer. Note that, all mobile operating systems are equipped
with cloud messaging tools. The benefit of this approach is that the customer
recognizes the source of push notification. Also, if sending a one-time password
is required, this approach will be better, since it doesn’t have the limitations of
text messaging or emails. Note that, texting and sending email from one country
to the other one may be temporarily unavailable or limited, but cloud messaging

only require access to the internet.

4.9 SECURITY ANALYSIS

In this section, possible attacks toward the proposed mobile payment protocol
will be reviewed as a payment protocol. The first possible threat is replay attack.
There may be two possible replay attack scenarios. The first one is that an
eavesdropper captures the temporary identity of one of the engaging parties and
he wants to introduce himself with this stolen ID. The solution for this threat is
the temporary identities are random and time-stamp generated numbers (R,).
So, the eavesdropper can’t introduce himself with the stolen ID, since the

temporary ID is already expired.
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The second possible threat is that an eavesdropper captures a transaction in the
payment protocol. He may alter part of the transaction and use it later for illegal
purposes. The solution for this threat is another random and time-stamps
generated number(R,). As mentioned earlier, another random and time-stamp
generated number is used in the transaction to protect the protocol from replay
attacks. In summary, two random and time-stamp generated numbers are used in
different phases of the protocol (R, and R, ) in order to protect it from replay
attacks.

Another possible attack is repudiation attack. Note that, this feature should be
optional, since it will have extra cost. The engaging parties should not be able to
deny a successful transaction. In the protocol, timestamps will be generated and
verified digital signatures twice. The first one is in phase two. In this phase, the
first time-stamp will be generated and will verify payer’s digital signature in
pay-center. The second one is when the second time-stamp will be generated and

verifies the merchant’s digital signature in phase six.

Another threat is card not present fraud. This type of fraud may happen when
merchant can’t examine the credit card physically for example, during an online
payment. So, the person who is initiating the transaction should be the card
owner or the person who is allowed to use the card. To prevent this fraud, An
extra security layer is added that is based on behavioral data like location, how
often the card owner buys specific items. Note that, features of the 3D Secure
protocol should be borrowed for the extra security layer. However, cloud
messaging should be utilized instead of the pop-up window or inline frame. In
this case, the customer can recognize the source of the push notification. So, man
in the middle attack or phishing scam is not possible. All users should not be
prompted with this extra layer. 3DS model should be used to calculate the risk of
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each transaction based on available history data. If the score is higher than a
threshold, the payment process will be prompted to make sure the person is the

legitimate card owner.

4.10 ProTOCOL PROPERTIES AND HOwW THEY ARE MET

This protocol has different properties. Let’s discuss how these properties are met
in the payment protocol. A new private mobile payment protocol will be
described based on the client-centric model. This protocol is suitable for mobile

devices via mobile and wireless networks.

Improved version of Diffie-Hellman key agreement protocol will be suggested
for establishing secure connections among engaging parties. The Logarithm is
used instead of powering in the process of Diffie-Hellman. This change will make
the computation cost less and make the process suitable for mobile platform even
from the aspect of required variable size. Based on chapter 5 experiments, the
proposed key agreement protocol is twice as fast as Diffie-Hellman that is the

most popular existing key agreement protocol.

Suitable privacy will be provided for the payer (cardholder) by involving
mobile network operators in the payment process and generating temporary
identities. These temporary identities will be generated for the transactions and
they are timestamp generated numbers. These identities are not reusable. Also,
the merchant and the payment gateway will not be able to see the real identity of
the payer.

The risk of replay attacks will be decreased by using random time-stamp

generated numbers in the payment process. The transactions are not reusable
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since the timestamps will be checked before doing the transactions. Digital
signatures could be utilized in order to provide non-repudiation in the protocol.
In the steps of this protocol, payer and payee sign the transaction by their digital
signature. So, they can’t deny their contribution on the transaction after

committing it.

Cloud messaging should be utilized to prevent card not present fraud and to
transfer one time passwords to customers in order to prevent man in the middle
attack and phishing scam in this step. Note that, the approach is based on the 3D
Secure protocol. Push notification is a useful feature of the mobile platform. This
feature is widely supported by the mobile platform. Information will be sent to
the mobile devices by push notification instead of sending them by text messages.
Also, push notification service is a cloud service and only needs the internet. This

feature doesn’t depend on the current geographic location of the user.



Oh, come with old Khayyam, and leave the Wise To talk; one
thing is certain, that Life flies; One thing is certain, and the

Rest is Lies; The Flower that once has blown forever dies.

Omar Khayyam

Experimental Validation

Evaluations and experiment results will be reviewed in this chapter.

5.1 EVALUATION OF THE RECOMMENDED KEY AGREEMENT PROTO-

COL
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Figure 6: Comparison of Pace protocol with Diffie-Hellman (one iteration)

In this part, Golden Key Agreement Protocol (Pace protocol) will be
compared with Diffie-Hellman. These two algorithms are implemented and
tested with different parameters. All the experiments are done with a laptop with
core-i7 CPU (2670 QM- 2.20 GHz), 8 GB of Ram, and windows seven 64-bit

operating system. The first experiment was with the parameters in below.

q(Pace) = 15485863
p(DH) = 15485863
p(Pace) = Random(2,10)
g(DH) = Random(2,10)

n(Pace) = 1

You can see the result of these experiments in figure 4. The second experiment

was with the parameters in below.

q(Pace) = 982451653
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p(DH) = 982451653
p(Pace) = Random(2,10)
g(DH) = Random(2,10)

n(Pace) = 1

You can see the result of these experiments in figure 5. In the third and last
experiment, The protocol is run against Diffie-Hellman 16 times and the running
time of both protocols are recorded. You can see result of these experiments in
figure 6. As you see in the figures, the protocol is faster than Diffie-Hellman. In
these sixteen experiments, the average running time of Diffie-Hellman was
801268.8125 nanoseconds. The average running time of the protocol in these

experiments was 86662.562.5 nanoseconds.

5.2 EVALUATION OF PROPOSED CIRCULAR GROUP KEY AGREEMENT

ProTOCOLS

This section presents the experimental results of the GC algorithm. The
simulation is conducted with 8 GB of memory. The simulation used Intel Core
i7- 2670 QM Processor (6M Cache, up to 3.10 GHz) as processing unit. The
simulation was in Windows 7 64-bit and the program was written is Java. The
private keys of the users were randomly generated numbers between 1 and 1024.
In the Diffie-Hellman algorithm, p was a random prime number. In addition, g or
generator was also a random number. Likewise, in GC, all the private keys of n
users were randomly generated numbers between 1 and 1024. In GC, p, q, andm
were also randomly generated numbers. The test environments were identical for

these two protocols.
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According to the complexity of the GC, it is better than Diffie-Hellman when
the number of users grows. The result of the simulation can be seen below. Better
running times have been recorded especially when the number of users grows.
The algorithm was using mod and logarithm. Diffie-Hellman was using power
and mod. The specific type of the mathematics functions that is used, will make
running time of the algorithm much better when n grows. The simulation for
generating a shared session key between n users was done for three numbers as

number of users (n). The result of the simulation can be seen in the figure 7.

In addition, another experiment has been done with another setup. The result
can be found in figure 8. The experiment was conducted with 8 GB of memory.
The simulation used Intel Core i7- 2670 QM Processor (6M Cache, up to 3.10
GHz) as processing unit. The experiment was on Windows 7 64-bit and the
program was written in Java. The private keys of the users were randomly
generated numbers between 1 and 2048. p in the Diffie-Hellman experiment was
arandom prime number (greater than 122949823 ). In addition, g or generator
was a random number. In GC, all the private keys of n users were randomly
generated numbers between 1 and 2048. In GC, p, q, and m were randomly

generated numbers. The environments of the two algorithms were identical.

Asyou can see in the figures when the number of users who want a shared
session key grow you can see the difference between the two methods. When the
number of users is 512 people, the difference between the running time of the
two algorithms is 843 milliseconds. When the number of users is 1024, the
difference is 4298 milliseconds. Finally, the difference when the number of users
is 2048, is 19021 milliseconds. As a result of this, the proposed protocol for
generating the shared session key between n users could improve the running

time of Diffie-Hellman especially for a group with large number of users.
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5.3 EVALUATION OF THE RECOMMENDED PAYMENT PROTOCOL

In this section, the payment protocol will be evaluated from the aspect of

performance.

5.3.1 PERFORMANCE EVALUATION- SIMULATION

In this section, the execution time of the improved version of Diffie-Hellman will
be compared with the original one. For this experiment, a virtual machine with 7
GB of memory is used. This virtual machine had two CPUs and each CPU had
two cores. The operating system was windows seven 64-bit. For this experiment,
two Java procedures were developed with random generated selected private
keys. One of these procedures was for Diffie-Hellman and the other one was the
improved version. The protocol was run against Diffie-Hellman 100 times to see

the difference.

In the first experiment, two protocols were run against each other 100 times
and stacked time of these experiments was kept. In these experiments, the prime
number was 7. You can see the result of these experiments in figure 9. The
horizontal axis is showing a number of the experiments and vertical axis is
showing the stacked time based on milliseconds. After 100 experiments, average
execution time of the protocol was 34,930 milliseconds and average execution

time of the original version was 63,116 milliseconds.
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Figure 10: Performance evaluation: prime = 982,451,653 and 100 iterations
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Figure 12: Performance evaluation: prime = 982,451,653 and 30,000 itera-
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In the next experiment, a large prime number is selected. The protocols ran
against each other 100 times and stacked time is kept of the protocol and
Diffie-Hellman protocol for all these experiments. The prime number was
982,451,653. You can see the result of these experiments in figure 10. After 100
experiments, average execution time of the protocol was 40,573 milliseconds and

average execution time of the original version was 70,434 milliseconds.

In the third experiment, the protocols were run against each other 30,000
times and the stacked is kept the time of the protocol and Difhie-Hellman
protocol for all these experiments. The prime number was 7. You can see the
result of these experiments in figure 11. After 30,000 experiments, the average
execution time of the protocol was 3,899 milliseconds and average execution

time of the original version was 6,545 milliseconds.

Finally, the procedures were run against each other 30,000 times with a big
prime number and the stacked time was kept for the recommended protocol and
Diffie-Hellman for all these experiments. The prime number was 982,451,653.
After 30,000 experiments, the average execution time of the protocol was 2,855

milliseconds and average execution time of the original version was 5,548
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milliseconds. You can see the result of this experiment in figure 12.

In summary, the protocol was almost twice as fast as Diffie-Hellman based on
the statistics in the majority of the experiments. This is an important
improvement since the recommended key agreement has less computational cost
than Diffie-Hellman. Therefore, the recommended protocol is faster than D-H.
So, the improved protocol is used instead of the original one in order to propose a

payment protocol proper for mobile platform.

5.3.2 PERFORMANCE EVALUATION- REAL ENVIRONMENT

For this experiment, the recommended Android app (Appendix A) has been
installed on two mobile devices. These devices were Samsung Galaxy S3 mini
and LG D820 Google Nexus. These mobile devices were connected to another
mobile device as the hotspot. The hotspot had Verizon 4G LTE network. The
experiment was conducted with two different approaches: Diffie-Hellman and
Pace Protocol. As you can see in figure 13 and 14, Pace protocol was more than
twice as fast as the Diffie-Hellman protocol. Note that, the time were recorded on

Samsung Galaxy S3 mini.
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5.3.3 LINEAR GROUP KEY AGREEMENT PROTOCOL COMPARISON

In this part we are going to compare the reccommended linear group key

agreement protocol with DLo8 and KONo8. This comparison is from aspect of

number of rounds, total number of sent messages, total number of received

messages, and computations cost. You can see the result of these comparisons in

table 5.3.1.

5.3.4 MPCP COMPARISON

The recommended payment protocol has different features. Some of the features

of the recommended payment protocol are measurable like the runtime of the

key agreement protocol. In order to see what are these features and how they are

met in the recommended protocol, please refer to chapter 4. For example,

decreasing the risk of replay attacks, providing non-repudiation (optional

feature), and providing privacy protection are not measurable features. However,

it has been explained how these features are met in this research in chapter 4.

Note that This protocol is compatible with the mobile platform since the

computational and communication cost of the protocol to establish a secure

channel between the parties is lighter and suggested 3D implementation is by

utilizing the cloud messaging that is well supported in the mobile platform.

Protocol | Rounds | Sent Messages | Received Messages | Computations
DLo8 3 7n/2 3n + nlog,n 151/2 + 2n|log,n]
KONo8 | log,n/3 | 4n 4n 21n/2

GLGKA | 2 3n 3n an—+2

Table 5.3.1: Group Key Agreement Protocols Comparison Result
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In this section, the proposed payment protocol will be compared with existing
payment protocols from the aspect of providing privacy protection, being
compatible with mobile devices, preventing card not present fraud by an extra
security layer, preventing man in the middle attack and phishing scam in the extra
security layer. There are two types of identity protection that can be provided for
a customer in a payment protocol. They are protection from merchant and
protection from eavesdrops. Also, there are two types of transaction privacy
protection. They are protection from related financial institution and protection

from eavesdrops.

Table 5.3.2 shows the result of these comparisons. As you see in the table, only
the proposed protocol protects payers$ (customer or client) identity from the
merchant (payee). Only the protocol protects transaction’s privacy from the bank
or related financial institution. Besides, the calculations for generating a shared
key between parties is proper for the mobile platform because 3DS and the

protocol are providing and extra security layer to prevent card not present fraud.

However, only the protocol is able to prevent man in the middle attack and
phishing scam in this extra security level, since cloud messaging is utilized instead
of the pop-up window. Note that, cloud messaging is available in all mobile
operating systems these days. Also, some mobile devices or their browsers may
not support pop-up window or iframe. So, the customer may experience
difficulty in this step. But, the approach is compatible with all mobile devices,
since push notification is utilized that all mobile devices support. The
recommended implementation of the extra security layer is not restricted to the
geographic location of the customer. In the recommended implementation, the

customer can see the source of authentication.
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Key Points SET KSL

MPCP

Identity Protection from Merchant

Identity Protection from Eavesdrop

Transaction Privacy Protection from Eavesdrop

Transaction Privacy Protection from Bank

Z|z|<|<|Z
ZZ**ZE
Z|lz| <<z

Compatible with Mobile Devices

R

Table 5.3.2: Comparison

5.4 PHASES OF A USECASE- ALICE ORDERS A GUITAR

In this use case, Alice wants to buy a guitar from Bob online store. After she

chooses the guitar and put it in her shopping basket, Bobs website informs her

about the price of the specific guitar. Alice initiates a payment transaction with

the description of the guitar that she wants to buy and the Bob$ ID. You can see

the assumptions of this specific use case in below.

TID = 1234567

R, = 217- Random number by Payer act as Payer$ pseudo-ID
R, = 156- Random number to protect against replay attack
K, = 13- Shared key between payer and his mobile network operator
K, = 15- Shared key between payer and payee

Payer = Alice

Payer§ MNO = Verizon

Payee = Bob

Payees MNO = AT&T

Amount = 200

Date = 5/1/2017

K,, =12

Desc = Alice Address- Payment Details- Item Details

X = {7,77,777} X series of keys
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Y = {7,77,777}Y series of keys

i=2

X, =77
Y. =77
Xy = 777
Vs = 777

TimeStamp1 = 5/1/17 —13:10 : 7
TimeStamp2 = §/1/17 —13 1 10 : 27

You can see the seven phases of our protocol for this use case in below. Phase 1 is
payment initiation. The payment subtraction request would be sent by Alice in
phase 2. In phase 3 Verizon try to authorize the request. AT&T sends the request
to the merchant in phase 4. AT&T receives a response from the merchant in
phase 5. Payment authorization response will be received by the pay-center from
AT&T in phase 6. Verizon and AT&T will send the transaction result

(notification) to the customer and the merchant in phase 7.

In phase 1, Alice requests Bob$ identity and the transaction$ identity from
Bob. Alice also sends R, (random number by payer act as payer$ pseudo-ID) to
Bob. Then, Bob sends his identity, transaction ID, his mobile network operator’s
ID to Alice. Note that Bobs message to Alice is encrypted by K, ( the shared key
between payer and payee).

Phase 1: Payment Initialization:
Alice = Bob: 217, TIDg.q, BobIDg,,
Bob = Alice: {IDg,, 1234567, IDarar }15

In phase 2, Alice sends Bobs$ identity, his mobile network operators identity,
transaction ID, transaction amount, current date, R,, transaction details
(encrypted), and R, (Random number to protect against replay attack) to her

mobile network operator. Then, Verizon informs the pay-center about the
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transaction. Then, pay-center verifies Alice’s digital signature and generates the

first time-stamp. Note that transaction details are encrypted with K,.

Phase 2: Payment Subtraction Request:

Alice = Verizon: { IDg,},, IDarsr, 217, 1234567, $200, 5/1/17, 156,
H(IDg,p, IDpTsct, 217, 1234567, $200, 5/1/17, 156),

{156, Alice Address- Item Details } 15} 77, 2, IDajce

Verizon = pay-center:

H[{IDg,;, IDarsrt, 217, 1234567, $200, 5/1/17, 156,
H (ID3,p, IDargr, 217, 1234567, $200, 5/1/17, 156),
{156, Alice Address- Item Details }15}77, 2, IDajic|

pay-center = Verizon: generates ’5/1/17-1 3: 10:7°

and verifies Alice$ digital signature

In phase 3, Verizon as Alice$ mobile network operator communicates with
AT&T as Bob$ mobile network operator. Verizon sends Bob$ ID, transaction ID,
current date, transaction details (encrypted), R, and the amount to AT&T. Note

that transaction details are encrypted with K.

Phase 3: Payment Authorization Request:
Verizon = AT&T: 217, IDg,,, 1234567,
$200, 5/1/17, {217, Alice Adress- Item Details}15

In this phase, AT&T sends R,, the amount of the transaction, current date,

transaction ID, and i to Bob.

Phase 4: Payment Confirmation Request:
AT&T = Bob:



CHAPTER 5. EXPERIMENTAL VALIDATION 81

{217,1234567, $200, 5/1/17, {217, Alice Adress- Item Details }15, 156,
H(217, 1234567, $200, 5/1/17, {217, Alice Adress- Item Details }15, 156), H(12)}77, 2

In this phase, Bob replies to AT &T. Bob accepts the payment. Bob sends R,
and his response to AT&T.

Phase 5: Payment Confirmation Response:
Bob = AT&T: {Yes, 156, H(lz, H(217, 1234567, $200, 5/1/17,
{217, Alice Adress- Item Details }15, 156), {Yes, 1234567, $200, 5/1/17}15}777

In this phase, AT &T sends Bobs response to the pay-center. Then, pay-center
generates the second timestamp and verifies Bob$ digital signature. The

transaction will be committed in this phase.

Phase 6: Payment Authorization Response:
AT&T = pay-center: H({Yes, 156, H(12),
H(217, 1234567, $200, 5/1/17, {217, Alice Adress- Item Details }1s, 156),
{Yes, 1234567, $200, ‘s/1/17"} 15} 777)

pay-center = AT&T: generates’s/1/17-13:10:27’
and verifies Bobs digital signature
AT&T = Verizon:
Yes, 1234567, $200, 5/1/17, {Yes, 1234567, $200, 5/1/17}15

Finally, phase 7 is the notification phase. Alice and Bob will be informed about
the result of the transaction through their mobile network operators. If the result

of the transaction is a success, Bob will send the guitar to Alice address.

Phase 7: Payment Subtraction Response:
Verizon = Alice: {Yes, 156, H(12), H(IDgy, IDargr, 217,
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1234567, $200, 5/1/17, 156), {Yes, 1234567, $200, 5/1/17}15}777
AT&T = Bob: {Received, 156, H(12), H(217, 1234567, $200,
s/1/17, {217, Alice Adress- Item Details }15, 156) }777

5.5 PROPOSED MOBILE PAYMENT PROTOCOL USECASE- BUYING GUI-

TAR IN THE STREET

A usecase of the recommended payment protocol will be reviewed in this
section. In this usecase, a person (payer) wants to buy a guitar from a person in
the street (the merchant). The payer doesn’t want to reveal his identity to the
merchant. The only information that the payer needs is the mobile number of the
merchant. Payer takes a screenshot of the guitar that he wants to buy and all
along with a brief description will send the buy request to the merchant.
Merchant only sees the temporary identity of the buyer unless the buyer feels
comfortable to reveal his identity. Then, the merchant sends the price to the
payer. The payer checks the price and if it is acceptable, he will initiate the
payment request. Note that at the beginning of the transaction, payer should have
a secure channel with his MNO (Mobile Network Operator) and another secure
channel with the merchant. To see the details of these steps, read chapter 4. The
payer sends the payment request all along with the item description to his MNO.

His MNO sends the payment request to the merchant MNO. Merchant MNO
sends the request to the merchant and receives his reply. The merchant’s MNO
sends the reply to the payer’s MNO. The payer’s MNO will initiate the
transaction through the pay-center if the reply is accepted. The pay-center verifies
the payer MNO and merchant MNO. Then, the pay-center will do the
transactions with the cooperation of the banks of the two parties. Then, the
pay-center will send a success notification to the payer MNO and merchant

MNO if the transaction goes through. Then, the MNOs deliver the messages to
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the payer and merchant. If the transaction succeeds, the merchant will release the
item. Then, the payer will receive the item. You can see the mockup of these steps

and the transaction flow in the figures below.
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Anyone who genuinely and consistently with both hands looks
for something will find it.

Jalaluddin Rumi

Conclusion

One key agreement protocol and two group key agreement protocols have been
suggested in this research. The recommended key agreement protocol is twice as
fast as Diffie-Hellman. The first recommended group key agreement protocol is
linear group key agreement protocol. This protocol can generate a shared key for
a group of n people with a linear cost. In this protocol, one of the group members
should play the leader role. The other recommended group key agreement
protocol is circular group key agreement protocol. The cost of this protocol is

quadratic. The key generation process is circular in this approach.

A new payment protocol is introduced. This protocol is compatible with the

mobile platform. The computational cost of generating a shared key between two
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parties is reduced by using algebra of logarithm instead of the algebra of
exponents. Based on the experiments, the recommended protocol is almost
twice as fast as the original protocol. Two different random and time-stamp
generated numbers are defined to avoid replay attacks. An extra security layer is
suggested to prevent card not present fraud. Cloud messaging is reccommended

to implement this extra security layer in order to solve original 3DS issues.

The computation and communication costs of key agreement protocol can be
reduced more. The complexity of defining a shared key for group of n users can
be reduced. The performance of the 3DS behavioral model could be improved to
detect card not fraud with less issues. So, the extra security layer will be used for
transactions that are more likely a threat. The protocol should be extended to
support a wider range of devices especially popular devices in Internet of things.

Other cloud technologies could be utilized in the payment protocol.
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Android App

In this chapter, the implemented Android app will be reviewed. You can see the
architecture of this app in figure 15. This project is composed of three
components. The first component is the database named pace _db. This database
is to save users and transactions information. There are two important tables in
this database. These tables are users and transaction. users table keeps records of

the users. transaction table keeps the record of the transactions in the project.

The next element is the PHP APIs. These APIs are the means that enable the
users to interact with the database. These APIs provide restful APIs for the
Android app. Android app sends/receives JSON objects to/from the APIs. These
APIs are developed wit PHP language. There are two important sets of APIs in
this section. The first set is Models. These APIs are the ones that read/write
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information from/to the database. The next important set is controllers. These
are the APIs that handles the flow of the Android app and manages the push

notifications to/from the mobile devices.

The last component of this project is the Android app. This app is developed in
Android. The codes are written by using Android studio (standard Android
development IDE). There are different sets of classes in this app. The first set
includes the models like user or transaction. The second set of classes is related to
the key agreement protocols. There are two important protocols in this set. These
protocols are Pace protocol and Diffie-Hellman protocol. There are also some
utility classes in the app. There are some classes to generate the shared key for the
parties. Also, there are some classes to handle the push notifications. Finally,

some of the classes are related to the payment section.

In summary, this project is composed of and Android app, a set of PHP APIs,
and a MySQL database. This app enables the users to choose Difhie-Hellman or
Pace protocol to generate the shared key. After generating the shared key, the app
will show the user total calculation time on the mobile device. As you see in
figure 15, the app communicates with the PHP APIs by using the restful APIs.
JSON objects will be transferred between the app and the APIs. PHP APIs are
the ones that interact with the MySQL database.

....... < \ My-

Figure 15: Mobile commerce share of e-commerce



APPENDIX A. ANDROID APP 112

A.1 DATABASE

For this project, MySQL database is used. This project has two important tables.
First one is users. users table includes the information of the users (parties). The
second table is transaction table. This table keeps the information of the
transaction. First, you need to create pace_db in your local MySQL server. Then,
you need to build the database by running the code below on your local server.
First, you need to create an empty database named pace_db. Then, you need to

create the tables by using the script in the link below.

https://bitbucket.org/pacepaymentprotocol /pace-payment-api/
src/o029e96f724d57boc866c33afbe6zes2scbiges48/DB.txt7at=master&

fileviewer=file-view-default

A.2  PHP APIs

Then, you need to host the PHP APIs on a server. These APIs will send/receive
the requests/responses. These APIs are using JSON objects. these APIs are
handling the communications between the Android app and the MySQL
database. Most of the useful APIs that are available, are inside the app folder.
Models folder is inside this folder. Models folder includes all the APIs related to
the models in the app. The other important folder is Http folder. This folder
contains the Controllers folder. All of our controllers are inside this folder. Also,
APIs that handle the push notifications are inside this folder. To see the source of
these APIs, visit the link below.

https://bitbucket.org/pacepaymentprotocol /pace-payment-api/src


https://bitbucket.org/pacepaymentprotocol/pace-payment-api/src/029e96f724d57b0c866c33afbc63e625cb19e348/DB.txt?at=master&fileviewer=file-view-default
https://bitbucket.org/pacepaymentprotocol/pace-payment-api/src/029e96f724d57b0c866c33afbc63e625cb19e348/DB.txt?at=master&fileviewer=file-view-default
https://bitbucket.org/pacepaymentprotocol/pace-payment-api/src/029e96f724d57b0c866c33afbc63e625cb19e348/DB.txt?at=master&fileviewer=file-view-default
https://bitbucket.org/pacepaymentprotocol/pace-payment-api/src
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A.3 THE ANDROID APP

This Android app is for the users (customers and merchants). This app has
Diffie-Hellman key agreement protocol and The recommended key agreement
protocol. This app will inform the user about the total time of the calculations for
establishing a secure channel. This app is working based on Android platform.
This app is utilizing the push notification (cloud messaging) for the

communications between the parties.

There are different classes in this project. There are some folders inside the
project. These folders are models, protocol, and utils. models folder includes all
the java classes related to models of the entities like a user. The protocol folder
includes all the cryptography protocols includes Diffie-Hellman and Pace
protocol. utils folder has all the utility classes like Config and Preferences.

There are also some classes outside these folders. Home activity is the home of
our application. Login activity is the activity that handles the login and
registration. The main activity is the starting activity. Classes with name Firebase
are the classes that handle push notifications. Classes with name Secure Channel
are the classes that establish the secure channel between the parties. The classes
with name Payment Activity are the ones that handle the payment transaction

between the payer and the payee. To see the source of this Android app, visit the
link below.

https://bitbucket.org/pacepaymentprotocol /pace-payment /src


https://bitbucket.org/pacepaymentprotocol/pace-payment/src

Java Project

In this chapter, MPCP java project will be reviewed. You can clone this java

project from the repository in below.
https://github.com/m-vahidalizadeh /mpcp_ project.git

This project has been develped by java language in Intellij IDEA. This project
has three classes. These classes are KeyAgreementProtocolTest,
GroupKeyAgreementProtocolTest, and PhasesOf MPCP.
KeyAgreementProtocolTest is developed to generated shared session key by
using Diflie-Hellman and Pace protocol. You need to initialize the parameters

and run the main method in the class. You can find the code of this class in the
link below.
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https://github.com/m-vahidalizadeh /mpcp_ project /blob/master/

src/KeyAgreementProtocol Test.java

The next class is GroupKeyAgreementProtocol Test. As the name shows, this
class is written to simulate the generation of a shared key for a group of parties.
This class compares the performance of generating a shared session key by
Diffie-Hellman with Pace protocol. You can see the code of this class in the link

below.

https://github.com/m-vahidalizadeh /mpcp_ project/blob/master/
src/GroupKeyAgreementProtocol Test.java

The last class in this project is PhasesOf MPCP. This class is developed to
generate the seven phases of MPCP based on chapter 4 of this research. You need
to enter payers selected number and hit enter. Then, you need to enter payee$
selected number and hit enter. Then, the first phase will be generated for you via
the logs. Each time that you hit enter, another pahse will be printed in the logs.

You can see the code of this class in the link below.

https://github.com/m-vahidalizadeh/mpcp project/blob/master/
src/PhasesOfMPCP .java


https://github.com/m-vahidalizadeh/mpcp_project/blob/master/src/KeyAgreementProtocolTest.java
https://github.com/m-vahidalizadeh/mpcp_project/blob/master/src/KeyAgreementProtocolTest.java
https://github.com/m-vahidalizadeh/mpcp_project/blob/master/src/GroupKeyAgreementProtocolTest.java
https://github.com/m-vahidalizadeh/mpcp_project/blob/master/src/GroupKeyAgreementProtocolTest.java
https://github.com/m-vahidalizadeh/mpcp_project/blob/master/src/PhasesOfMPCP.java
https://github.com/m-vahidalizadeh/mpcp_project/blob/master/src/PhasesOfMPCP.java
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